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1. Introduction

1.1. Business Context and Problem/Opportunity Statement

1.1.1. Proposal for new Directive

In December 2011, DG MARKT proposed a new Directive on public procurement [1] and in April 2012 the European Commission published a communication setting out a strategy to make the use of e-Procurement mandatory in the EU by mid-2016 [9]. 

These proposals aim at modernizing the public procurement in the European Union, through revision of Directive 2004/17/EC (procurement in the water, energy, transport and postal services sectors) and 2004/18/EC (public works, supply and service contracts), as well as the adoption of a directive on concessions, which were until now only partially regulated at European level.

These legislative proposals to modernise European public procurement adopted by the European Commission in December 2011 (IP/11/1580) set forth a gradual yet ambitious transition towards e-procurement in the EU through the following goals:

· Enforcing electronic means of communication for certain phases of the procurement process (electronic notification of Tender opportunities and electronic availability of Tender documents) by mid-2014 (at expected transposition of the revised Directive). European central purchasing bodies will also be required to move to full electronic means of communication, including electronic submission of bids by mid-2014.
· Enforcing electronic means of communication for all Contracting Authorities and all procurement procedures by mid-2016, which do not have a central purchasing body (two years after the expected transposition of the revised Directive).
· Adopting more detailed provisions to encourage interoperability and standardisation of e-procurement processes.

1.1.2. e-Procurement at the European Commission

The above-mentioned communication on the strategy for e-Procurement [9] also announces that the European Commission itself will move towards full e-procurement by mid-2015 – a full year ahead of the deadline for Member States – and that the Commission will make its e-Procurement solutions available to Member States.

An e-Catalogue gap analysis [10] performed under the e-PRIOR project revealed significant gaps, but also some matches between the pre- and post-award use of electronic catalogues. One of the conclusions of this study revealed that e-PRIOR can play an important role in the integration of e-Tendering systems with the procurement Back Office systems of public administrations.

Building further on this idea, the ISA programme approved a proposal by DIGIT B4 to extend the scope of the e-PRIOR action; thereby DIGIT B4 will perform this feasibility study on Pre-Award e-Procurement and develop the analysed Pre-Award features, adding onto the existing parts of e-PRIOR.

The result of the development phase will be made available as an open source solution that can be adapted for the use by Public Administrations. However, in order to build a re-usable solution, a concrete implementation will be done taking into account the real business context of the Commission.
For this reason, the feasibility study will take into account not only the TED system, but also the TED e-Tendering solution that has been built by the Publications Office. TED e-Tendering provides an extension to TED, allowing the EU Institutions to publish Call for Tender related documents and to provide answers to questions from potential Tenderers. The Publications Office and DIGIT B4 agreed that DIGIT will take the lead in bridging the gap between TED e-Tendering and the e-PRIOR post-award building blocks, meaning the implementation of the e-Submission and e-Awarding modules. 
This feasibility study will also consider how to contribute to building and promoting interoperability solutions for public administrations in Europe. 
1.2. Purpose

This document is intended to be read by:
· All parties involved in e-Procurement projects, including in particular members of:
· the Publications Office,
· DG MARKT (including e-TEG and e-PWG),
· DIGIT, and
· The ISA Coordination Group.
· All staff and contractors engaged in the execution of this project.
For the aspects concerning the respect of the Financial Regulations of the European Commission, DG BUDG will be consulted.

1.3. Scope of this Document

This feasibility study defines the business, information system and technical architectures for the proposed Pre-Award e-Procurement system, with a focus on the e-Submission and e-Awarding modules and their features. This document also elaborates on the methodological approach used to define the proposed solution and the planning aspects of the anticipated development phases e.g. assumptions, dependencies costs, timing and risks. 

1.4. Methodological Approach

The project follows the RUP methodology and the guidelines of the Commission Enterprise Architecture Framework (CEAF). The CEAF is a framework which, in addition to the architectural standards, defines the processes and the organisation necessary to enable it to function. The CEAF allows a view of the enterprise according to four architectural perspectives:

· The business perspective with the business mapping, which describes all the business processes the Information Systems must support.

· The functional (or information) perspective, which describes the "services” expected from the Information Systems, independently from the data processing system and its technological components.

· The application perspective, which describes all the elements of an information management system.

· The technical perspective, which describes all the hardware, basic software and technologies used.

In line with these principles, the work done during this feasibility study started from the analysis of the business goals and needs as expressed by different stakeholders to make sure that IT automates the relevant activities. The results of this analysis produce the business perspective - it sets the scope as to which parts of the business activities require IT enabling and which do not. The section Business Architecture [2] of this document covers the business perspective and identifies the business functions to be automated. Based on this, the section Information System Overview [4] provides the functional description including the features that the proposed IT system has to support; as well as the high level scenarios and the use cases, which together cover the functional and application perspectives of CEAF. Finally, the section Technical Architecture [5] completes the application perspective and starts elaboration into the technical perspective by establishing how the systems should be implemented through specific solutions and technologies.
 SHAPE  \* MERGEFORMAT 



1.5. Definitions, Acronyms, and Abbreviations 

The glossary below provides the reader with an overview of terms used in this feasibility study.
	Term
	Description

	AP
	Access Point –A PEPPOL AP is a software service operated by a PEPPOL AP Provider that enables transfer of business documents, such as orders and invoices, over the PEPPOL Transport Infrastructure.

	Authentication 


	Proof of identity. To be able to access a website or resource authentication is required via a password or some combination of tokens, biometrics, and passwords.

	Authorization
	The act of granting approval. Authorization to resources or information within an application can be based on simple or complex access control methods.

	 CA
	Contracting Authority – State, regional or local authorities, bodies governed by public law, associations formed by one or several of such authorities or one or several of such bodies governed by public law, subject to the European regulatory framework on public procurement.

	Call for Tender
	A call for bids, Call for Tender (CFT) or invitation to Tender (ITT), often called Tender for short, is a special procedure for generating competing offers from different bidders looking to obtain an award of business activity in works, supply, or service contracts.

	CAN 
	Contract Award Notice – A document completed by the Contracting Authority and made public after award of a contract.

	CAPTCHA
	A type of challenge-response test used in computing as an attempt to ensure that the response is generated by a person.

	CEN
	European Committee for Standardization

	CEN/BII
	Reference to the CEN Workshop on Business Interoperability Interfaces (www.cenbii.eu)

	CEN/BII 2
	Reference to phase 2 of CEN/BII

	Certification Authority
	An entity that issues digital certificates.

	CN 
	Contract Notice - A document completed by the Contracting Authority inviting companies to Tender.

	CPB
	Central Purchasing Body

	CPV 
	Common Procurement Vocabulary – The CPV consists of a main vocabulary for defining the subject of a contract, and a supplementary vocabulary for adding further qualitative information. The main vocabulary is based on a tree structure comprising codes of up to 9 digits (an 8 digit code plus a check digit) associated with a wording that describes the type of supplies, works or services forming the subject of the contract.

(http://simap.europa.eu/codes-and-nomenclatures/codes-cpv/codes-cpv_en.htm)

	Customer Portal
	A portal through which the Economic Operator can interact with the Contracting Operator.

	Decryption
	To decrypt a protected file is to restore it to its original, unprotected state.

	DPS 
	Dynamic Purchasing System

	e-Access
	The publication of all necessary documents pertaining to the procurement on the web. This relates only to general documents, and not to documents that a specific Economic Operator may require (electronic attestations and certificates, e.g. tax attestations).

	e-Attestation
	e-Attestation concerns the use of qualification documents using electronic means, which allows for automation, simplification, transparency or monitoring of supplier qualifications during the qualification and tendering process.

	e-Awarding
	The formalisation and communication of the outcome to the Tenderers using electronic means. 

	ECAS
	European Commission Authentication System

	e-Catalogues
	Electronic documents established by suppliers which describe products and prices in a structured manner.

	e-Evaluation  
	The partial (i.e. decision support) or entire automation of the assessment of Tenders. Fully automated assessment is by definition only possible if assessment criteria are entirely quantitative (i.e. it does not require subjective appreciation) and clearly defined.

	Encryption
	To encrypt a file is to apply a mathematical function that transforms every character in the file into some other character. Encryption renders the file unreadable. This means no one, including you, can read the file until it is decrypted. Only you and the authorized recipients can decrypt the file.

	e-Notification
	The e-Notification module links with the TED platform, for the official publication of notices, such as prior information notices, contract notices or contract award notices.

	 EO
	Economic Operator – Generic term for a contractor, supplier or service provider in a public procurement. The terms "contractor", "supplier" and "service provider" mean any natural or legal person or public entity or group of such persons and/or bodies which offers on the market, respectively, the execution of works and/or a work, products or services.

	e-PRIOR 
	Electronic Procurement, Ordering and Invoicing – e-Procurement suite developed by DIGIT to be used by the European Commission and its suppliers; today only in a post-award context. 

	e-Procurement
	A public procurement initiated, negotiated and/or concluded using electronic means, i.e. using electronic equipment for the processing and storage of data, in particular through the Internet.

	e-Submission
	The submission of Tenders online.

	e-TEG
	e-Tendering Expert Group - The European Commission has set up an informal expert group to develop a blue-print for common e-Tendering/e-Submission solutions. See http://ec.europa.eu/internal_market/publicprocurement/e-procurement/expert/index_en.htm. 

	e-Tendering
	Overarching electronic public procurement process covering all the Pre-Award phases (e-Notification, e-Access, e-Submission, e-Attestation, e-Evaluation, e-Awarding etc.).

	e-Qualification
	The handling of electronic attestations, which are documents originating from a party other than the Economic Operator, intended to demonstrate a quality or fact pertaining to the Economic Operator (e.g. administrative or financial qualification). e-Qualification also concerns requests for clarification and short list management.

	FRA
	Fundamental Rights Agency (EU Agency) based in Vienna

	IAM
	Identity and Access Management

	JoinUp
	A collective platform created by the European Commission to provide services in helping e-Government professionals share their experience with interoperability solutions and support them to find, choose re-use, develop, and implement open source software and semantic interoperability assets.

	Non-repudiation
	The inability to deny having signed a transaction or file. Transactions cannot be repudiated through notarization.

	Open e-PRIOR
	Open source version of e-PRIOR, which can be re-used by Member States' public administrations. 

	PEPPOL 
	Pan-European Public Procurement Online – By joining national e-Procurement platforms and connecting e-Procurement communities on a standardised backbone, PEPPOL aims at re​moving technical and procedural barriers to public procurement and enable European businesses to deal electronically with any public buyers in their procurement processes. This gives companies (especially SMEs) access to a vast public procurement market, resulting in increased opportunities for businesses, greater efficiencies and lower costs. (www.peppol.eu)

	PIN
	Prior Information Notice

	Pre-Award phases
	Public procurement phases taking place before and including the awarding of a contract.

	PKI
	Public Key Infrastructure - A system that provides the basis for establishing and maintaining a trustworthy networking environment through the generation and distribution of keys and certificates. This is also the foundation technology for providing enhanced Internet security.

	Public Procurement
	A procedure initiated by a Contracting Authority with a view of acquiring goods, services or public works for the fulfilment of its tasks.

	Request to Participate
	TBC

	SSL
	Secure Sockets Layer (SSL) - A secure session protocol used to maintain data confidentiality only between Web browsers and Web servers. This is a fundamental component of basic Internet security.

	Supplier Portal
	A portal through which the Contracting Authority can interact with the Economic Operator.

	TCM
	Tender and Contract Management tool developed by FRA.

	TED 
	Tenders Electronic Daily – TED is a website providing access to the Supplement to the Official Journal of the European Union (OJS). Public procurement notices are published on TED (http://ted.europa.eu) and Economic Operators can browse them looking for business opportunities.

	TED e-Tendering
	TED e-Tendering is the e-Access module developed by the Publication Office, to be used by EU Institutions. It is an extension of TED and gives access to Call for Tenders related documentation, such as Contractual documentation, technical specifications, annexes, questions and answers. 

	Tender
	A Tender is an offer to do or perform an act which the party offering, is bound to perform to the party to whom the offer is made.

	Tender Bundle
	Group of electronic documents prepared in response to a Call for Tender.

	Timestamping 
	Trusted timestamping is the process of securely keeping track of the creation and modification time of a document. Security here means that no one — not even the owner of the document — should be able to change it once it has been recorded provided that the integrity of the timestamp is never compromised.

	Two-step submission procedure
	Instead of submitting the actual Tender or qualification documents, a representation or digest of those documents is submitted from the Economic Operator to the Contracting Authority. [2]

	Two-step market procedure
	In the two-step market procedures with limited invited Candidates, a request for Tendering must be received before the Call for Tender bundle, including Tender specifications for instance, can be viewed. [6]

	VCD
	Virtual Company Dossier – The e-Attestation solution from PEPPOL.

	XML
	Extensible Markup Language - a markup language that defines a set of rules for encoding documents in a format that is both human-readable and machine-readable. It is defined in the XML 1.0 Specification produced by the W3C.
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2. Business Architecture

Analysis in the business perspective starts from the identification of business stakeholders, business goals and constraints; then describes the AS-IS business scenario. The needs as expressed by different stakeholders are then identified to ensure that IT automates the relevant activities. The results of this analysis are described in the TO-BE business scenario; they enable the identification of the business functions that require automation, refer to section 2.5.3 Business Functions Proposed for Automation.

2.1. Stakeholders

The following stakeholder types have been identified:

	Stakeholder
	Description

	Economic Operator
	The terms ‘contractor’, ‘supplier’ and ‘service provider’ refer to any natural or legal person or public entity or consortium of such persons and/or bodies which offers to execute works, supply products and provide services respectively. The terms ‘Economic Operator’ covers ‘contractors’, ‘suppliers’ and ‘service providers’ etc.

	Consortium
	A consortium is an association of two or more individuals, companies, organizations or governments (or any combination of these entities) with the objective of participating in a common activity or pooling their resources for achieving a common goal. 

	Tenderer
	Economic Operators who have submitted a Tender are referred to as ‘Tenderers’.

	Candidates
	Economic Operators who have asked to be allowed to take part in a restricted procedure, a competitive dialogue, or a negotiated procedure are referred to as ‘Candidates’. 

	Contracting Authority
	State, regional or local authorities, bodies governed by public law, associations formed by one or several of such authorities or one or several of such bodies governed by public law, subject to the European regulatory framework on public procurement.

	Joint Procurement Authority
	It is an authority combining the procurement actions of two or more Contracting Authorities. The key defining characteristic is that there should be only one Tender published on behalf of all participating authorities.

	European Commission
	In the context of this study the European Commission is considered a Contracting Authority and it is the main key stakeholder in this feasibility study given the business context (refer to section 1.1.2 e-Procurement at the European Commission).


2.2. Business Architectural Drivers

2.2.1. Business Goals

The following goals have been identified as general needs for all stakeholders.
2.2.1.1. Reduce time to market

Electronic means of communication increase efficiency in public procurement by reducing the time required to complete regulatory procurement processes. For instance, the Vade-Mecum on Public Procurement [6] states that the receipt of Tenders by Contracting Authorities can be reduced from 52 days to 47 days after the dispatch of the contract notice, if there is electronic access to Tender documents. 

Expedited communication between the Contracting Authority and Tenderers ensures that the Tender documents published remain up to date and true to the procurement needs of the Contracting Authority. Risks on price volatility are lowered through shorter Tender submission periods. 
In order to reach the maximum potential of an electronic procurement solution, the pre-award solution should minimize the amount of manual data entry and to avoid hybrid workflows where e.g. electronic documents are printed on paper for processing, after which they are again scanned to electronic versions for further filing or processing.

The increased efficiency in terms of time to market and electronic workflows translate into higher productivity of the public purchasing authority, which is able to process a higher number of procurement procedures without increasing administrative effort. Overall, this business goal contributes to the achievement of a more efficient market response.
2.2.1.2. Facilitate access to the Tendering process

Various Economic Operators of European Union Member States have already built systems to support pre-award electronic procurement. Despite the WTO's efforts to open market access to international Tendering opportunities through its global agreement on public procurement [5], most of these national solutions are not interconnected and their contents are not known by actors outside of their domestic markets.

Given the current state of e-procurement, the goal is to establish an interoperability framework for exchanging documents in the context of pre-award e-procurement. This means that any Economic Operator can use their local e-procurement portal as a structured communication channel with any Contracting Authority connected to the interoperable e-procurement network via an access point. Connecting local e-procurement portals to the interoperability platform ensures preservation of existing e-procurement platforms and compliance with country specific regulations. As a result, facilitating access to the Tendering process will naturally increase competition among Tenderers.

2.2.1.3. Harmonise the Tendering process

Enabling the electronic exchange of structured pre-award messages will further harmonize the Tendering processes, which are already streamlined by the Commission Directive 2004/18/EC [7] to ease the interaction between procurement actors. The harmonization of Tender processes also reduces the effort required to answer a Call for Tender and it minimizes the changes of mistakes that can potentially lead to the exclusion of a Tender. 

2.2.1.4. Support the e-Government programme (Digital Agenda for Europe) and promote e-Procurement (Directive on Public Procurement (2011/0438 (COD)): (and enforced by 2015 inside the Commission))

The EU funded eGovernment programme [8] aims at boosting Europe’s competitiveness by promoting the use of ICT tools and systems to provide improved public services to citizens and businesses more cost-effectively at a time of budget constraints. An interoperable e-procurement system would allow the Commission to lead by example in the implementation of a smart eGovernment solution that would help Europe cooperate in the development and deployment of streamlined cross-border e-procurement services. Such a system would also facilitate information sharing and simplify interaction with the Commission, thereby empowering users and improving the efficiency, effectiveness and transparency of the Commission procurement activities. 

On a similar note, the proposal for the new Public Procurement Directive [1] aims to promote e-procurement in Member States by imposing the adoption of electronic communication and the availability of the procurement documents in electronic form in all procurement procedures within a transition period of two years. DIGIT’s pre-award solution will support this initiative and enable Contracting Authorities to prevent, detect and correct errors generally due to misunderstanding or wrongful interpretation of public procurement rules.

2.2.1.5. Easy adoption by Public Administration

The adoption by Public Administration would be facilitated by the availability of a solution having a high degree of independence from other applications (“self-contained” solution, see section 3.2 Approach Rationale).
2.2.2. Business Constraints

Business constraints arising from legal aspects strongly drive the solution in the areas of:

· Integrity, confidentiality, availability, authenticity  and non-repudiation; and
· Equality of treatment.
Relevant sources for legal constraints are the new directive on Public Procurement (2011/0438 (COD)), the Financial Regulation of the European Commission [11] and the Vade-Mecum of Public Procurement [6]. The new Directive on Public Procurement mentions some key dates, which are binding for public administrations with regards to the implementation of electronic procurement. Article 19(1) of the Directive states that Member States shall ensure that at the latest 2 years after the date provided for in Article 92(1), all procurement procedures under this Directive are to be performed using electronic means of communication, in particular e-submission, in accordance with the requirements of this Article (i.e. by 2016 the latest).
The adoption of an interoperability model is another element that sets conditions for the proposed architecture. While this model provides for the opening of the public procurement market to Service Providers across Member States, it amplifies the importance of security requirements due to the distributed character of the solution and allows the Service Providers to play a key role. 

2.3. As-Is Business Scenario
2.3.1. As-Is Business Process Overview

The high-level procurement process model is described in the figure hereafter. It identifies the various sub-processes of pre-award procurement as starting from activity planning and flowing through procedure launch, Tender submission and Tender evaluation to contract awarding.


[image: image3]
In effect, the business processes for pre-award procurement are the same in the AS-IS business scenario as they are in the TO-BE business scenario. There is no process re-engineering as the only differences result from the automation of selected business functions. For a more detailed description of business processes, please refer to section 2.5.2 To-Be Business Process Model.
2.3.2. As-Is Business Process Model
The Public Procurement Vade-Mecum [6] depicts the processes applicable for each and every market procedure type. The figure below displays the main steps of the business processes per market procedure as they are described in the Vade-Mecum. The main conclusions derived from the business process analysis are the following:

· The axes of variability that have been identified are mainly the procedure type;
· Most of the processes are re-used in several procedures;
· The type open procedure has stricter confidentiality requirements for security (refer to section 5.3 Security).
· From the analysis of the AS-IS business processes, the main functional building blocks have also been identified:

· Notification – The official publication of notices (e.g. prior information notices, contract notices or contract award notices);
· Submission - The submission of Tenders;
· Qualification – The handling of electronic attestations;
· Evaluation - The partial (i.e. decision support) or entire assessment of Tenders;
· Awarding - The formalisation and communication of the outcome to the Tenderers;
· Exchange – The exchange of documents;
· Access – Publication of all necessary documents pertaining to procurement;
· Catalogue - documents established by suppliers which describe products and prices in a structured manner.
These main conclusions will guide the rest of the analyses and be further elaborated in the next sections.
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2.4. Key Stakeholder Needs  

Needs were collected from legislative texts, applicable standards and directives (see section 1.6 References), as well as stakeholder interviews. Stakeholders were chosen based on the business context of the Commission and the following selected stakeholders were interviewed, refer to the table below. For the questions asked during the interview, refer to the annex 7.3 Stakeholder Interview Questions.
	ID
	Entity

	S1
	DG BUDG

	S2
	DG ENTR

	S3
	DG DIGIT

	S4
	DG MARKT

	S5
	OP

	S6
	Consilium

	S7
	CEN BII 

	S8
	DG INFSO 

	S9
	FRA Agency


Key stakeholder or user needs are divided into functional and non-functional needs.

The key words “MUST”, “MUST NOT”, “REQUIRED”, “SHALL”, “SHALL NOT”, “SHOULD”, “SHOULD NOT”, “RECOMMENDED”, “MAY”, and “OPTIONAL” in this document are to be interpreted as described in the best practices by Harvard University [12].
2.4.1. Functional Needs

Functional needs are divided by functional packages as described in the above section 2.3.2 As-Is Business Process Model.
The focus of this version of the feasibility study is the automation of document exchanges concerning Submission for the open procedures. Since processing of Qualification information is closely related to Submission, a specific Qualification section is needed.

An updated version of the feasibility study will later be produced to cover also the Evaluation and Awarding blocks. However, it is important to already foresee and document the main needs for these processes in order to identify any potential impacts on the Submission automation.

Needs deriving from Financial Regulations of the European Institutions are to be considered for the deployment of the solution in the context of the Commission; however, they might be similar to financial rules or constraints applicable to other public administrations. The resulting features can be modified in case the solution is adopted by users in another context.

2.4.1.1. Submission Functional Needs
	ID
	Need
	Description / Proposed Solution


	Request

	Generic
	

	GEN-0000
	No previous bi-lateral setup or agreements. required
	Parties (Economic  Operators and Contracting Authorities) SHOULD communicate without a previous bi-lateral setup or agreements.
	Source: "Objectives"

CEN/ISSS WS/BII2 BII12 - Tendering Simple



	GEN-0000a
	Reduce human errors and resources 
	Automated matching of the Tender with the Call for Tender document SHOULD eliminate human keying errors and facilitates redeployment of resources.


	Source: "Objectives"

CEN/ISSS WS/BII2 BII12 - Tendering Simple



	Access to the Platform by the Contracting Authority
	

	SUB-0005
	Register the CA
	The different users of the Contracting Authority MUST be able to register to the platform. 
	Stakeholder interview

CEN/ISSS WS/BII – Informative Report - Tender Submission

	SUB-0010
	Authenticate the CA
	The different users of the Contracting Authority MUST be able to get access to the platform.
	Stakeholder interview

Audit and Tracking requirements from CEN BII (CEN/ISSS WS/BII – Informative Report - Tender Submission)

	SUB-0015
	Authorise the CA
	The different users of the Contracting Authority MUST be able to get authorised to perform certain activities on the platform.
	Stakeholder interview

Transparency principle from CEN/ISSS WS/BII – Informative Report - Tender Submission

	Tender Preparation by Contracting Authority
	

	SUB-0020
	Prepare electronic submission 
	The Contracting Authority MUST be able to prepare the electronic submission of the Tenders in the e-Submission platform for a given Call for Tender (call metadata, prepare template for Tender and qualification, prepare the Opening Committee etc.). 
	Stakeholder interview

	SUB-0022
	Tender validity (time period)
	The Tenderer MUST be able to specify the validity period of his Tender. Ref. (information that must be included in the contract notices).
	CEN/ISSS WS/BII2 BII12 - Tendering Simple

annex VII A of the Directive 2004/18/EC

	SUB-0025
	Level of security
	Contracting Authorities SHALL specify the level of security required for the electronic means of communication in the various stages of the specific procurement procedure; the level shall be proportionate to the risks attached.
	Proposal for a Directive of the European Parliament and of the Council on public  procurement

- Cluster 4: E-procurement

	SUB-0030
	Preparation instructions
	Tender documents prepared by Economic Operators SHOULD follow the electronic presentation terms identified by the Contracting Authorities.
	CEN/ISSS WS/BII – Informative Report - Tender Submission



	SUB-0035
	Opening date policy
	Only authorized persons MAY set or change the dates for opening data received (Annex X, e).


	Annex IV, d.



	SUB-0045
	Appointment of Opening Committee
	The Opening Committee MUST be appointed by authorized persons. The Opening Committee members must sign an "absence of conflict of interest" declaration
	Vademecum of Public Procurement

	SUB-0050
	Appointment of Evaluation Committee
	The Evaluation Committee MUST be appointed by authorized persons. The Evaluation Committee members must sign an "absence of conflict of interest" declaration
	Vademecum of Public Procurement

	SUB-0055
	Joint procurement
	More than one institution MAY participate in a Call for Tender in order to make economies of scale. The leading authority will conduct the call on behalf of all participating institutions after having been granted with a power of attorney. The list of participating institutions must be set at the latest when the contract notice is published. Only newly created entities can join a posteriori.  The procurement procedure must mention that it is inter-institutional. "Contract award on behalf of other Contracting Authorities" The full list of participating institutions including the leading one. The total volume of the FWC for all participating institutions expressed as a range must also be mentioned. The opening must be inter institutional expressed in a Memorandum of Understanding once the award decision is signed each institution receives a copy of the evaluation report.
	EC Financial Regulations Art. 91

	Access to the Platform by the Economic Operator 
	

	SUB-0060
	Increase business opportunities for Economic Operators
	e-Tendering/e-Submission solutions MUST allow an Economic Operator to have more business opportunities because he can present Tenders to more contracts.


	Source: "Objectives"

CEN/ISSS WS/BII2 BII12 - Tendering Simple



	SUB-0065
	Register the EO
	The different users of the Economic Operator must be able to register to the platform. 
	Stakeholder interview

Audit and Tracking requirements from CEN BII (CEN/ISSS WS/BII – Informative Report - Tender Submission)

	SUB-0070
	Authenticate the EO
	The different users of the Economic Operator MUST be able to get access to the platform.
	Stakeholder interview

	SUB-0075
	Authorise the EO
	The different users of the Economic Operator MUST be able to get authorised to perform certain activities on the platform.
	Stakeholder interview

	SUB-0080
	Terms and conditions of system
	Contracting Authorities MAY want to ask interested Economic Operators to accept the conditions of operation of their site upon registration.
	Directives 2004/18/EC and 2004/17/EC

	Tender Preparation by Economic Operator
	

	SUB-0085
	Facilitate  Automated Tender Preparation
	e-Tendering/e-Submission solutions SHOULD allow Economic Operators to (semi)automatically generate a Tender based on the information defined in Call for Tenders documents
	Source: "Objectives"

CEN/ISSS WS/BII2 BII12 - Tendering Simple



	SUB-0090
	Select the call
	The Economic Operator SHOULD be able to select the call he wishes to respond to. Data available in the related Call for Tender should be available for consulting purposes, as well as for re-use in the Tender.
	Stakeholder interview

	SUB-0095
	Electronic document
	The generated Tender MUST be in an electronic format, suitable for electronic processing.
	Stakeholder interview

	SUB-0100
	Consolidate Tender documents
	The Economic Operator should be able to collect all the required documents and consolidate them together, composing the Tender
	Stakeholder interview

	SUB-0110
	Attachments
	The Tenderer MAY attach non-structured documents(e.g. images, plans ect) to the Tender
	CEN/ISSS WS/BII2 BII12 - Tendering Simple

	SUB-0115
	Easy relation between all the documents  
	All the actors involved MUST be able to easily establish a relation between all the documents in the process 
	CEN/ISSS WS/BII2 BII12 - Tendering Simple

	SUB-0120
	Contracting party Identification
	The Contracting Authority MUST be identified


	CEN/ISSS WS/BII2 BII12 - Tendering Simple

	SUB-0125
	Beneficiary Identification
	The beneficiary of the purchased goods or services MUST be identified. 

In   some contexts, case of central purchasing bodies, the goods or services will not be used by the Contracting Authority, but by a different administrative unit.
	CEN/ISSS WS/BII2 BII12 - Tendering Simple

	SUB-0130
	Identity of Tenderers
	The Tenderer MUST be identified for the Tender to be valid. 
	CEN/ISSS WS/BII2 BII12 - Tendering Simple

	SUB-0130a
	Anonymity of Tenderers
	Anonymity of the Tenderer MUST be guaranteed until the opening session for open procedures. The information system will hide the identity of Tenders for evaluation purpose.
	Vademecum of Public Procurement

Directive 2004/18/EC Article 42 and Annex X (Directive 2004/17/EC Article 48 and Annex XXIV)

	SUB-0135
	Subcontractor support
	An Economic Operator MAY indicate subcontractors in its Tender.


	CEN/ISSS WS/BII2 BII12 - Tendering Simple

	SUB-0140
	Lot management
	A Call for Tender with contracts MAY be divided in lots. Different lots may be awarded to different Tenderers in the same award procedure.
	CEN/ISSS WS/BII2 BII12 - Tendering Simple

	SUB-0145
	Variants
	Support of Tender variant, if allowed, MUST be guaranteed


	CEN/ISSS WS/BII2 BII12 - Tendering Simple

Article 24 of the Directive 2004/18/EC.

	SUB-0160
	Terms and conditions of submission
	Tender documents MUST be prepared following Tender submission terms rules.
	CEN/ISSS WS/BII – Informative Report -  Tender Submission

CEN/ISSS WS/BII2 BII12 - Tendering Simple

	SUB-0165
	Verifiability
	Tender documents integrity and authentication of origin MUST be verifiable.
	CEN/ISSS WS/BII – Informative Report - Tender Submission

	SUB-0170
	Multilingualism
	The Tender MAY be written in any official languages of the EU.
	Vademecum of Public Procurement

	SUB-0175
	Templates
	The Tenderer MUST fill in the Tender according to templates provided by the Contracting Authority.
	Stakeholder interview

	SUB-0180
	Absence of conflict of interest
	Proof of legal capacity (registration documents of the Tenderer), a declaration that there are no conflicts of interest and documents on the exclusion and selection criteria MUST be supplied by each member of the consortia submitting a Tender. 
	Vademecum of Public Procurement

	Tender Submission
	

	SUB-0182
	Reduce time for Tender transmission
	For Economic Operators Tenders MUST be transferred faster.
	Source: "Objectives"

CEN/ISSS WS/BII2 BII12 - Tendering Simple



	SUB-0185
	Electronic signature 
	Contracting Authorities MAY require that electronic Tenders be accompanied by an advanced electronic signature within the meaning of Directive 1999/93/EC of the European Parliament and of the Council (1).

Where advanced Electronic Signatures as defined by Directive 1999/93/EC of the European Parliament and of the Council are required, Contracting Authorities shall, as long as the signature is valid, accept signatures supported by a qualified electronic certificate referred to in the Trusted List provided for in the Commission Decision 2009/767/EC2, created with or without a secure signature creation device, subject to compliance with the following conditions:

(i) they must establish the required advanced signature format on the basis of formats established in Commission Decision 2011/130/EU3 and put in place necessary measures to be able to process these formats technically;

(ii) where a Tender is signed with the support of a qualified certificate that is included in the Trusted list, they must not apply additional requirements that may hinder the use of those signatures by Tenderers.
	Proposal for a Directive of the European Parliament and of the Council on public procurement

- Cluster 4: E-procurement;



	SUB-0187
	Submit Tender as a consortium representative
	Consortia of Economic Operators SHALL be authorised to submit Tenders or to be Candidates. Contracting Authorities may not demand that consortia must have a given legal form in order to be allowed to submit a Tender or request to take part, but the consortium selected may be required to adopt a given legal form after it has been awarded the contract if this change is necessary for proper performance of the contract.
	Interview

	SUB-0190
	Integrity of Tender
	Tender data MUST NOT be modified during transmission and storage.
	Methods of communication Article 143 (ME)- Article 98 (1) of FR

	SUB-0195
	Secure and reliable Tender presentation.


	Standard mechanisms SHOULD facilitate secure and reliable Tender presentation.


	Source: "Objectives"

CEN/ISSS WS/BII2 BII12 - Tendering Simple



	SUB-0200
	Stored data security
	Contracting Authorities MUST securely store received Tenders.
	CEN/ISSS WS/BII – Informative Report - Tender Submission

	SUB-0205
	Non-repudiation of submission
	Authorized representatives of the Economic Operator MUST NOT be able to repudiate submitted and verified Tender documents.
	CEN/ISSS WS/BII – Informative Report - Tender Submission

CEN/ISSS WS/BII 12 Tendering Simple Profile

	SUB-0210
	Sending instructions
	Economic Operators MUST send the Tenders to the endpoints defined in the Call for Tenders and following the proper protocols and security instructions.


	CEN/ISSS WS/BII – Informative Report - Tender Submission

	SUB-0215
	Resubmission of Tenders 
	Economic Operators MAY resend Tenders for specific Tendering processes before the presentation deadline, but only the last one will be used as the valid Tender when opening the Tenders.
	CEN/ISSS WS/BII – Informative Report - Tender Submission

	SUB-0220
	No re-submission of identical documents
	In assessing economic and financial viability of Tenderers, the Contracting Authority SHOULD be able to rely on documents submitted for earlier procedures if they still fulfil the requirements. This would bring about a simplification of procedural requirements since Tenderers will not be required to re-submitting identical documents.
	Proposal for a REGULATION OF THE EUROPEAN PARLIAMENT AND OF THE COUNCIL on the Financial Regulation applicable to the general budget of the European Union

	SUB-0225
	Support one envelope Tender packing
	Each Tender MAY be packed into a single envelope. Unlocking will be performed simultaneously for all sections of the Tender (eligibility criteria, technical envelope and financial envelope).


	CEN/ISSS WS/BII – Informative Report - Tender Submission

	SUB-0230
	Support two envelopes Tender packing
	In Tenders where the economic criteria represent less than the 50% of the awarding, economic criteria MUST be kept confidential until experts have assessed the quality criteria. 

Unlocking is initially performed for the eligibility criteria and the technical envelopes. Financial envelopes are unlocked only for suppliers who have successfully passed the criteria of the other two sections.
	CEN/ISSS WS/BII – Informative Report - Tender Submission 

	SUB-0235
	Segregation of duties in Tender evaluation 
	The submitted Tender MUST allow evaluation in steps (technical evaluation, economical evaluation).
	CEN/ISSS WS/BII - Tendering Simple

	SUB-0240
	Alternative channel for electronic submission of Tenders.
	The system MUST support an alternative channel for electronic submission of Tenders.
	Proposal for a Directive of the European Parliament and of the Council on public procurement

- Cluster 4: E-procurement

	Tender Reception
	

	SUB-0245
	User feedback 
	The user MUST be informed of the success or non-success of the submission of the Tender
	Directives 2004/18/EC and 2004/17/EC

	SUB-0250
	Non-repudiation of receiving  
	The Contracting Authority  MUST provide evidence of  reception for the Tender submission
	Stakeholder interview

CEN/ISSS WS/BII 12 Tendering Simple Profile

	Tender Opening and Evaluation
	

	SUB-0255a
	Facilitate  Automated Tender Processing
	Electronic delivery of the Tender SHOULD allow automated Tender processing by Contracting Authorities and facilitates Tender evaluation and awarding.


	Source: "Objectives"

CEN/ISSS WS/BII2 BII12 - Tendering Simple



	SUB-0255b
	Facilitate  Automated Tender Evaluation
	Automated matching of the Tender with the Call for Tender document SHOULD facilitate automatic Tender evaluation.


	Source: "Objectives"

CEN/ISSS WS/BII2 BII12 - Tendering Simple



	SUB-0260 
	Verifications at Tender opening time 
	The Opening Committee MUST be able to verify the conformance of the Tenders through the following checks:

· Tenderer is included in the shortlist of Candidates (not applicable for open Tenders);

· the system should confirm that no unauthorised access has been detected;

· electronic signatures should be verified and the integrity of data should be confirmed;

· the timely submission of data should be checked;

· Tender is written in an EU language;

· Tender is made up of a technical and financial proposal, and supporting documentation; and

· an antivirus check is performed.

This verification may result in rejecting a Tender for conformance reasons. 
	Directives 2004/18/EC and 2004/17/EC

	SUB-0265
	Confidentiality
	The absolute confidentiality of the Tender MUST be guaranteed from submission by the Economic Operator until the opening session by the Contracting Authority. 

The system should unlock Tenders only after the designated Tender opening time has been elapsed and the “four-eye principle” is applied.


	Annex IV, b;

CEN/ISSS WS/BII – Informative Report - Tender Submission; 

Directives 2004/18/EC and 2004/17/EC

	SUB-0270
	Access to data
	During the different stages of the contract award procedure, or of the contest, access to all data submitted, or to part thereof, MUST be possible only through simultaneous action by authorized persons 

Simultaneous action by authorized persons must give access to data transmitted only after the prescribed date.
	Annex IV, e).

Annex IV, f).



	SUB-0275
	Authorization policy after Tender opening
	Data received and opened in accordance with these requirements MUST remain accessible only to persons authorized to acquaint themselves therewith.
	Annex IV, g



	SUB-0280
	Access to Tender opening report
	The Opening Committee MUST create and sign the opening report.
	Vademecum of Public Procurement

	SUB-0285
	Delay opening parts of the Tender
	The system SHALL allow the opening of some parts of the Tenders without compromising the security for the unopened parts and in general it must guarantee that the modification of dates does not have any untoward consequences for the confidentiality of Tenders.
	Directives 2004/18/EC and 2004/17/EC

	Archiving
	

	SUB-0290
	Archive Tender
	Submitted Tenders MUST be archived for at least 10 years following the signature of the contract. Tenders from unsuccessful Tenderers MUST be kept for 5 years following the signature of the contract.
	Regulation (EC) 45/2001 of the European Parliament and of the Council of 18 December 2000

	SUB-0295
	Archiving security
	Archived Tenders MUST remain unmodified and readable throughout their storage period.
	Regulation (EC) 45/2001 of the European Parliament and of the Council of 18 December 2000

	SUB-0300
	Archive opening report
	The opening report MUST be archived for at least 10 years following the opening date. 
	Stakeholder interview

	Audit Ability and Tracking
	

	SUB-0305
	Detect infringement of access prohibition
	Where access prohibition to the system is infringed, it MAY be reasonably ensured that the infringement is clearly detectable. (TBC)
	Annex IV of [8], c



	SUB-0310
	Reception/Submission date and time
	The exact time and date of the receipt of Tenders, requests to participate and the submission of plans and projects MUST be determined precisely.
	Annex IV of [8], a



	SUB-0315
	Logging actions and messages
	Every access to the system MUST be logged and logs must provide information about who does what when and with which role. Moreover, specific activities must be logged to record business information during workflows' activities. This information must be present when an Economic Operator makes any complaints that could affect to the Tender submission procedure or the awarding procedures.


	Annex IV of [8], c;

CEN/ISSS WS/BII – Informative Report - Tender Submission;

Directives 2004/18/EC and 2004/17/EC

	SUB-0320
	Secure access to logs
	In order to preserve confidentiality of the transmitted data, access to the data collected by the audit-trailing facility MUST be subject to the same rules of access applicable to all data transmitted during the Tendering phase and the conditions of Annex X of Directive 2004/18/EC (i.e. access only to authorised personnel after expiry of the Tender opening deadline).
	CEN/ISSS WS/BII –Informative Report - Tender Submission

	Equal Treatment

	SUB-0325
	Access to the submission device
	To guarantee access to the device, the first requirement is that the necessary specifications, including encryption, MUST be made available to interested parties (Articles 42(5)(a) and 48(5)(a)).
	Directives 2004/18/EC and 2004/17/EC

	SUB-0335
	Tender on the broadest possible base
	All procurement contracts shall be put out to Tender on the broadest possible base, except when use is made of the negotiated procedure
referred to in Article 91(1)(d).
	Financial Regulations, Art 89.2


2.4.1.2. Qualification Functional Needs

	ID
	Need
	Description/ Proposed solution


	Request

	Qualification Preparation
	

	QUA-0000
	Facilitate  Automated Qualification
	The matching of the Tender Qualification information of the Economic Operator SHOULD be possible.


	Source: "Objectives"

CEN/ISSS WS/BII2 BII12 - Tendering Simple



	QUA-0005
	Identification
	The Economic Operator MUST be identifiable 
	CEN/ISSS WS/BII2 BII11 - Qualification

	QUA-0010
	Contact information of Economic Operator
	The Economic Operator SHOULD be able to include contact information
	CEN/ISSS WS/BII2 BII11 – Qualification

	QUA-0015
	Cross border Qualification
	The country of registration MUST be specified to identify relevant evidences and the legal domain of evidence provision.
	CEN/ISSS WS/BII2 BII11 – Qualification

	QUA-0020
	Role of Economic Operator
	The role of  each Economic Operator MUST be known


	CEN/ISSS WS/BII2 BII11 - Qualification

	QUA-0025
	Hierarchy with sub-contractors
	The link between each sub-contractor and the Economic Operator MUST be known.


	CEN/ISSS WS/BII2 BII11 - Qualification

	QUA-0030
	Identification of natural person
	 Natural persons MUST proof suitability with certain criteria if they have a particular role in the company (e.g. authorized representative).


	CEN/ISSS WS/BII2 BII11 - Qualification

	QUA-0035
	Contracting Authority
	The Contracting Authority MUST be identified
	CEN/ISSS WS/BII2 BII11 - Qualification

	QUA-0040
	Traceability
	It SHOULD be possible to keep track of the connection between request (Call for Tender) and response (this qualification document).
	CEN/ISSS WS/BII2 BII11 - Qualification

	QUA-0045
	Proof of pre-qualification
	The Economic Operator SHOULD be able to include information about enrolment in an official list of approved Economic Operators indicating the classification in this list for the suitability to do certain works or provide certain services.  
	CEN/ISSS WS/BII2 BII11 – Qualification

Art. 52 2004/18/EU.

	QUA-0050
	Qualitative selection
	The Economic Operator MUST be able to prove his compliance to the criteria of qualitative selection defined in the Call for Tender.
	CEN/ISSS WS/BII2 BII11 - Qualification

	QUA-0055
	Structured evidence for automated evaluation
	The Economic Operator MUST be able to provide information about what the given evidence proves with respect to the requested requirements expressed in the criteria.
	CEN/ISSS WS/BII2 BII11 - Qualification

	QUA-0060
	Qualification validity (issue time)
	The qualification document SHOULD reflect the date and time when de qualification document has been issued.
	CEN/ISSS WS/BII2 BII11 - Qualification

	QUA-0065
	Versioning
	 It SHOULD be possible to identify the status of subsystems that have supported the creation of a Qualification Document. It is needed to trace changes that have occurred.
	CEN/ISSS WS/BII2 BII11 - Qualification

	QUA-0070
	Issuing body of qualification and evidence  document
	It MUST be possible to identify the body who issued qualification and evidence document.
please see note 1 in  4.1.2.4 Tender Bundle preparation (Economic Operator side):
	CEN/ISSS WS/BII2 BII11 - Qualification

	QUA-0075
	Validity through signature
	Signature of the qualification document SHALL be supported.
Remark:

It cannot be assumed that all qualification documents from third parties are electronically signed. Therefore, qualification documents may be included in the message from the Economic Operator to the Contracting Authority as scanned documents. For this reason, they may not be legally binding, in which case, the Contracting Authority may ask for the original versions of these documents when needed.

please see note 1 in  4.1.2.4 Tender Bundle preparation (Economic Operator side):
	CEN/ISSS WS/BII2 BII11 – Qualification
Stakeholder interview

	Supporting Evidence and Additional Documents
	

	QUA-0080
	Legal domain of Economic Operator
	The country of registration MUST be specified to identify relevant evidences and the legal domain of evidence provision.
	CEN/ISSS WS/BII2 BII11 – Qualification

	QUA-0085
	Role of natural person
	The Economic Operator SHOULD be able to describe the role of the natural person within the company and their role.


	CEN/ISSS WS/BII2 BII11 - Qualification

	QUA-0090
	Validity of evidences for natural person
	The Economic Operator MUST be able to include the country in which the natural person is registered. The country of registration is needed to identify relevant evidences and the legal domain of evidence provision. The country of registration is in particular relevant when it is different to the nationality of the person in order to let Economic Operators and Contracting Authorities identify/verify evidences provided for the natural person.
	CEN/ISSS WS/BII2 BII11 - Qualification

	QUA-0095
	Proof of  meeting criteria
	The Economic Operator SHOULD be able to supplement and clarify the certificates and documents submitted, when requested in the Call for Tender
	CEN/ISSS WS/BII2 BII11 – Qualification

2004/18/EU Art. 51

	QUA-0100
	Application of selection and exclusion criteria by evidence received prior to the call
	The selected applicants for a shortlist associated to a call for expression of interest SHOULD send their latest balance sheet and profit-and-loss accounts every year.

Rationale:

Given that a company’s economic and financial situation can change very rapidly, it could be useful, as part of the procedure for managing the list produced in response to a call for expressions of interest, for the selected applicants to send in their latest balance sheet and profit-and-loss accounts every year or to check their economic and financial situation against the selection criteria set out in the call for expressions of interest on the basis of their latest accounts.
	Financial Regulations Art 93 and Art 94  

	QUA-0105
	Principle of a central exclusion database 
	Share the central exclusion database among institutions. 

The central exclusion database SHOULD also be used by the European Central Bank, the European Investment Bank and the European Investment Fund to protect funds.


	Financial Regulations Art 95

	QUA-0110
	Optional waiving of declaration on honour regarding non-exclusion
	The institution MAY decide not to exclude an Economic Operator even if declaration on honour regarding non-exclusion is not provided.

Rationale

Possibility to derogate from automatic exclusion in order to ensure the continuity of service of the institution (Article 93 FR): in case of a negotiated procedure where, for technical or artistic reasons, or for reasons connected with the protection of exclusive rights, the institution may decide not to exclude an Economic Operator if this is indispensable.
	Financial Regulations Art 93


2.4.1.3. Awarding Functional Needs
	ID
	Need
	Description


	Request

	Awarding
	

	AWA-0000
	Facilitate Automatic Awarding
	Tendering automation SHOULD be supported for automatic awarding of contracts.


	Source: "Objectives"

CEN/ISSS WS/BII2 BII12 – Tendering Simple



	AWA-0005
	Publication after the contract is awarded
	All contracts exceeding the thresholds provided for in Article 105 or Article 167SHALL be published in the Official Journal of the European Union. 

Publication of certain information after the contract has been awarded may be dropped where it would hinder application of the law, would be contrary to the public interest or would harm the legitimate business interests of public or private undertakings or could distort fair competition between them
	Financial Regulations Art 105, 167

	AWA-0010
	Provision of Evaluation Report
	In case of joint procurement (more than institutions involved), once the award decision is signed each institution MUST  receive a copy of the evaluation report.
	EC Financial Regulations Art. 91

	AWA-0015
	Awarding by Lot
	The Tender MAY contain the offers for every lot. Different lots may be awarded to different Tenderers in the same award procedure
	CEN/ISSS WS/BII2 BII12 - Tendering Simple


2.4.2. Non-Functional Needs

Needs deriving from Financial Regulations of the European Institutions are to be considered for the deployment of the solution in the context of the Commission; however, they might be similar to those financial rules or constraints affecting other public administrations. For this reason, the resulting features can be modified in case the solution is adopted by users in another context.

	ID
	Need
	Description / Proposed solution


	Request

	Interoperability, Easy adoption by Public Administrations
	

	NF-0000
	Interoperability with existing technology
	The e-Procurement platform SHOULD be interoperable with other e-Procurement platforms in Europe.
	Directives 2004/18/EC and 2004/17/EC

	NF-0005
	Open source
	Open Source software applications/tools SHOULD be made available to be re-used by many Contracting Authorities and Member States.


	DG MARKT - electronic catalogues in electronic public procurement 

ISA Programme

	NF-0010
	Reduced dependency from other systems
	In order to facilitate the adoption by Public Administration, the system SHOULD have a high degree of independence from other applications.
	Stakeholder interview

	NF-0015
	Use of standards
	The platform should be compliant with recognised standards. 
	DG MARKT - electronic catalogues in electronic public procurement ; Article 42 of 2004/18/EC and Article 48 of 2004/17/EC

	NF-0020
	Use of common vocabulary
	Any references to nomenclatures in the context of public procurement SHALL be made using the ‘Common Procurement Vocabulary (CPV)’ 
	Regulation (EC) No 2195/2002 (Directive 2011/0438 – art 20(1))

	NF-0030
	Single interface for e-Procurement
	The e-Procurement platform SHOULD be integrated with Contracting Authority website(s), allowing the Economic Operator to have a single interface to do e-Procurement.
	Stakeholder interview


Use of widely available third-party tools

	·  Submission of eCatalogues:
	DG MARKT - electronic catalogues in electronic public procurement ; Article 42 of 2004/18/EC and Article 48 of 2004/17/EC

	Usability
	

	NF-0040
	Easy to use system
	The provided solution should be user friendly and easy to use
	Stakeholder interview
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	NF-0042
	User support
	One of the primary objectives of the new EU public procurement legislation is to support suppliers to successfully participate in public procurement competitions.
	Stakeholder interview

	NF-0044
	GUI
	The technology used for GUI implementation of an eProcurement system needs to be chosen primarily based on a single criterion; the level of accessibility.
	Stakeholder interview

	Security
	

	NF-0045
	Secure platform
	The full e-Procurement platform should be secure, and the level of security SHOULD be trusted by Economic Operators and Contracting Authorities.
	Stakeholder interview

	Availability
	

	NF-0060
	Availability of the system
	The e-Procurement platform availability MUST be high.
	DG MARKT - electronic catalogues in electronic public procurement

	Scalability

	NF-0055
	Scalability
	A combination of efficient software architecture along with sufficient hardware components MUST guarantee the scalability of a system.
	DG MARKT - electronic catalogues in electronic public procurement

	General availability and non-discrimination
	

	NF-0065
	Applicability
	The Economic Operator MUST be able to respond to the most common procurement procedures (e.g.: open, negotiated and restricted procedures).
	Stakeholder interview

	NF-0070
	Availability of the tools
	The tool for the preparation of the Tender bid SHALL be made available by the Contracting Authority to the interested Economic Operators "free of charge".
	Directives 2004/18/EC and 2004/17/EC

	NF-0075
	Equal treatment, non-discrimination and transparency
	All public contracts financed in whole or in part by the budget SHALL comply with the principles of transparency, proportionality, equal treatment and non-discrimination.
	Financial Regulations, Art 89.1

	NF-0085
	Internationalization
	The e-Procurement platform SHOULD be multilingual
	Directives 2004/18/EC and 2004/17/EC

	Jurisdiction
	

	NF-0090
	National legislation
	Contracting Authority’s national legislation SHALL apply to all Tenders presented for their Tendering processes. 


	CEN/ISSS WS/BII - Tender Submission

	NF-0095
	WTO Agreement on Government Procurement
	List of states whose Economic Operators are allowed to submit Tenders is defined
	Financial Regulations, Art 107

	Business Continuity
	

	NF-0110
	Business Continuity
	Software systems SHOULD be designed to meet significantly larger transactional load than what is estimated prior to their development. Even in the scenario when a system failure occurs, Contracting Authorities should be in a position to take measures not only for the technical remedy, but also for completing non-technical actions ensuring equality of treatment and non-discrimination of all users (e.g. extend the Tender submission deadline for a running Call for Tenders). Sustainability can be ensured by the creation of appropriate back-up procedures and tools, such as business continuity plans and disaster recovery plans.
	Interview

	Ease of evolution
	

	NF-0115
	Ease of evolution
	The evolution of the solution SHOULD be easy to manage 
	Interview


2.5. To-Be Business Model 

2.5.1. Business Roles
The following roles have been identified:

	Role
	Description

	Opening Committee
	A body appointed to open all received offers and to produce a signed record of the opening, which identifies the Tenders that can proceed to evaluation.

	Evaluation Committee
	A body appointed to assess all received offers by applying the exclusion, selection and award criteria to produce an evaluation report, based on which the award decision will be made.

	Economic Operator
	Any natural or legal person, public entity or group thereof that offers products, services or works on the market.

	Contracting Authority (Procurement Officer)
	State, regional or local authorities, bodies governed by public law, associations formed by one or several of such authorities or one or several of such bodies governed by public law, subject to the European regulatory framework on public procurement.

	Tenderer
	Economic Operators who have submitted a Tender are referred to as ‘Tenderers’.

	Candidate
	Economic Operators who have asked to be allowed to take part in a restricted procedure, a competitive dialogue, or a negotiated procedure are referred to as ‘Candidates’.


2.5.2. To-Be Business Process Model 
The high level business process flow, referred to as Level 1 business processes, is shown in the figure below. Each of the activities indicated by a rectangle shaped box is further defined in more detailed Level 2 business process flows in the sections to follow.

The Level 3 business processes have been derived from the AS-IS Level 3 business processes of Commission stakeholders including automation resulting from the electronic exchange of documents. A result of this analysis is a list of business functions proposed for automation detailed in the next section.

The purpose of this document is not to streamline Contracting Authorities pre-award  processes that may be different, it is to deliver software enabling automation of document exchange and to allow building further automation thanks to the exchange of structured information. Therefore the Level 3 processes are not described here, but only the candidate business functions for automation.
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2.5.2.1. Plan Activity

"Plan activity" does not have a process flow diagram of its own, since it is up to each Directorate General's discretion to organise its activities in order to make financing decisions, which are needed for public contracts.

Financing decisions are based on annual work programmes, which specify exactly what activities are planned to be implemented with the budget allocated for a given year. The programme includes:

· the total budget reserved for the procurements during the year;

· the indicative number and type of contracts envisaged and, if possible, their subject in generic terms;

· the indicative timeframe for launching the procurement procedures.

If the need for a contract only becomes apparent later, the programme must be amended or an ad hoc financing decision must be adopted. 

Only after a financing decision is made, can the procurement procedures included in the work programme be launched, see process 2.5.2.2 Launch Procedure. 

2.5.2.2. Launch Procedure

The first step in launching a procurement procedure is to determine the characteristics of the contract, in other words, its subject, duration and value. This stage is crucial, since these characteristics will determine the type of contract and procurement procedure to be chosen. 

The first step of launching a procedure calls for ex-ante publicity or a Pre-Information Notice (PIN) to be published in the S series of the Official Journal. This step is optional, but it reduces the required time allowed for Economic Operators to submit Tenders. The PIN serves to make it known to Economic Operators that a Contracting Authority is planning to award one or more public contracts. It is advisable to use PINs in the case of complex multinational projects or large-scale contracts where establishing big consortiums is foreseen. In low-value contracts, the annual work programme may be considered sufficient ex-ante publicity. 

Since there is no permanent inter-institutional structure that manages public contracts, it is recommended to inform all potentially interested institutions and agencies about procurement plans. The list of institutions participating has to be published in the contract notice and no other parties can be added after.
Those procedures requiring a contract notice are officially launched at the moment the contract notice is dispatched to the Publications Office. This notice is available for all and gives details in particular of the institution launching the procedure, subject of the procurement, organisation of the procedure, methods of assessing offers (exclusion, selection and award criteria), way to receive Tender documents, deadline for submitting offers and date of public opening. 

The contract notice will be followed by the publishing of the Call for Tender bundle. The bundle, often referred to as the Tender documents, gives a comprehensive, clear and precise description of the subject of the contract and specifies the exclusion, selection and award criteria applicable to the contract. Tender documents consist of the Call for Tender, specifications and a model contract. The information presented in the contract notice and the Tender documents must be coherent; since discrepancies can give rise to an annulment of the procedure.

In the open procedure, all Economic Operators that are interested in the contract notice can respond to a Call for Tender with a Tender. If the contract notice specifies that a restricted procedure will be used, Tenderers must first submit their qualifications to the Contracting Authority, after which a shortlist of Tenderers will be selected and invited to Tender. There is also the possibility that a Contracting Authority decides to go for a market procedure that uses a Call for Expression of Interest (CEI) to shortlist Tenderers.

The process of launching a procedure ends in the preparation of the opening and evaluation sessions, both of which are required by most market procedures. A public opening session is legally required for the open procedure, where representatives of Tenders must be allowed to participate. The preparation activities include selecting the members for both the Opening and Evaluation Committees. Each member must sign a declaration absence of conflict of interest and of confidentiality.

For a visual representation of the process, please refer to the flow diagram below.
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2.5.2.3. Launch Call for Expression of Interest

A Call for Expression of Interest (CEI) can be used for low-value contracts between €25,000 and €60,000 and for procuring repetitive, but not identical purchases through a restricted procedure – this market procedure is called the "restrictive procedure following a call for Expression of Interest (EOI)". The CEI is an invitation for Economic Operators to put themselves forward as Candidates for an organised shortlist, which may be re-used and updated throughout the duration of the CEI. The shortlist resulting from a restricted procedure following a CEI is valid for three years; while the shortlist of Economic Operators created as a result of the restructured procedure with a contract notice can only be used once. 

This procedure is usually started by first consulting TED to see if a suitable CEI of another Commission service already exists. This would allow the Contracting Authority to reuse the existing shortlist of Tenderers and to skip straight to the selection of Candidates to whom an invite to Tender will be sent. If a suitable CEI cannot be found in TED, the Contracting Authority must publish a CEI of its own. In the CEI, the Contracting Authority must indicate the deadline for submitting requests and the exclusion and selection criteria that will be applied by the Evaluation Committee in assessing EOIs.

The preparation of the Opening and Evaluation Committees includes selecting the members for each board. The selection must be approved and each member must sign a declaration absence of conflict of interest and of confidentiality.

All Economic Operators interested in the CEI notice can send in their EOI and qualifications to apply for a position in the CEI list. A report is drafted by the Contracting Authority on the pre-selected Candidates. Unsuccessful Candidates should be informed within the same time limit as selected Candidates. 

When a public contract is to be awarded, the Contracting Authority invites some or all of the Candidates on the list to Tender. Therefore, it is only after the launching of the CEI that the shortlist of Tenderers is ready to be used in public procurement operation.

For a visual representation of the process, please refer to the flow diagram below.
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2.5.2.4. Submit Tender
The system requires Call for Tender metadata to be registered in the system before Tender templates can be appropriately generated. The metadata needed can be extracted from the finalised Call for Tender. For the sake of facilitating the automatic processing of Tenders, procedure metadata also includes templates for the Tender (technical and financial parts), qualification and catalogue; which are made available to Economic Operators together with the Call for Tender bundle.

In the open market procedure, all interested Economic Operators can consult the Call for Tender bundle, demand clarifications (questions and answers) and submit the Tender. In the two-step market procedures with limited invited Candidates, a request for Tendering must be received before the Call for Tender bundle, including Tender specifications for instance, can be viewed.

In preparation for the opening of Tenders, the Contracting Authority prepares the Opening and Evaluation Committees by selecting suitable members. The selection must be approved by the Contracting Authority and each member must sign a declaration absence of conflict of interest and of confidentiality.

On Tender opening day, Tenders are opened by the Tender Opening Committee to see if the Tenders received meet the two basic conditions of confidentiality of the offer and dispatch before the deadline.

For a visual representation of the process, please refer to the flow diagram below.
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2.5.2.5. Evaluate Tender
Those Tenders that are assessed in the opening session criteria as valid according to the two basic conditions of confidentiality of the offer and dispatch before the deadline are moved forward for evaluation. The qualifications and guarantees sent by the Tender are assessed for exclusion and selection criteria by the Evaluation Committee to ensure that there is no conflict of interest. 

In principle, Tenderers should not contact the Contracting Authority on their own initiative after the Tenders have been opened. In order to avoid any problems, clarifications sent to a Tenderer must be very precise. They must be purely factual and appropriate time should be allowed for a reply. 

Candidates or Tenderers can be excluded from participation in procurement procedures if e.g. they have been convicted of fraud or corruption or if they are bankrupt etc. The "declaration of honour" can be requested by the Contracting Authority if in doubt. The essential principle of distinction is that after the application of the exclusion criteria, the selection criteria are designed to check whether an operator is capable of performing the contract.

The results of the evaluation session are summarised in a consolidated evaluation report, which will also convey the shortlist of Tenderers that passed the exclusion and selection criteria. The Contracting Authority must inform Candidates who failed to meet the exclusion and selection criteria shortly after the decision on these criteria are taken and before the award decision.

After the closing of the evaluation session, all market procedures involving negotiation will start negotiations. The purpose is to adapt the Tender to the requirements set out in the specifications in order to find the Tender offering the best value for money, while ensuring that Tenderers are treated equally. The negotiations will result in an updated Tender from the Tenderer.

The next step for these Tenders that pass evaluation and negotiation is to assess the offers against the awarding criteria, for the description of this process, please refer to 2.5.2.4 Award.
For a visual representation of the process, please refer to the flow diagram below.
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2.5.2.6. Award
After the evaluation has been completed and the record of the evaluation has been produced, the Contracting Authority assesses the Tenders against the award criteria, taking into consideration the recommendations recorded in the Evaluation Committee report. Award criteria and their relative weighting or rating must be specified in the Call for Tender bundle and they are used to draw up a reasoned award decision. The award decision is a formal instrument, which must contain e.g. the name of the Candidate or contractor selected and the reasons, by reference to the selection or award criteria.

At the same time as the notification of award of the contract is sent to the winning Tenderer, the Contracting Authority asks for evidence that the entity fulfils the exclusion criteria. The signing of the contract is done 14 days after the dispatch of the rejection and selection notifications to Tenderers to allow for time to verify qualifications and for possible discontent Tenderers to submit complaints.  Only at the end of this 14-day period can the authorising officer sign the contract. Any contract signed before the end of the standstill period will be null and void. There are a few exceptions where it is not necessary to wait 14 days e.g. if only one Tender was submitted.

If the winning Tender is still valid after the standstill period, the Contracting Authority may sign the contract with the Tenderer. The signature is followed by the publishing of the award notice in the S series of the Official Journal within 48 hours and the Tender guarantee is release, if such was requested of the Tenderer. The signature also marks the start of the implementation of the Tender for the Tenderer.

For a visual representation of the process, please refer to the flow diagram below.
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2.5.3. Business Functions Proposed for Automation

The Business Functions that have been identified in the business process analysis as candidate for automation are described hereafter. As underlined in the previous sections of this document, the focus is on Tender submission in the open procedure. The list of Business Functions to be automated will be reviewed in the next phases of the action when tackling additional processes and procedures.

The Business Functions are grouped per functional building block as identified in the AS-IS business process analysis, refer to section 2.3.2 As-Is Business Process Model. The priority of implementation is also displayed.
	Business Function Name
	Description
	Functional 

Block
	Priority

	Display exchanged documents
	Displays exchanged documents to the connected user based on their credentials
	Exchange
	Must

	Create Tender template
	Provide a standardized electronic Tender form pre filled with required Call for Tender information
	Submission
	Must

	Create Qualification template
	Provide a standardized  electronic Qualification form pre filled with required Call for Tender information
	Submission
	Must

	Create Catalogue template
	Provide a standardized  electronic Catalogue form pre filled with required Call for Tender information
	Submission
	Should

	View Call for Tender list
	Provide a list of calls open for Tendering 
	Access
	Must

	View Call for Tender
	View a specific call with specifications
	Access
	Must

	Launch Reply to Call for  Tender 
	Provide a way to launch the Tendering process by selecting a given Call for Tender
	Access 
	Must

	Edit Tender Form
	Edit Tender form in a structured format  on basis of Call for Tender pre filled information
	Submission

Qualification
	Must

	Edit Qualification Form
	Edit  Qualification form in a structured format  on basis of Call for Tender pre filled information
	Qualification
	Must

	Edit Catalogue Form
	Edit Catalogue form in a structured format  on basis of Call for Tender pre filled information
	Submission
	Should

	Create Tender Bundle
	Prepare Tender file including all documents required by the Call for Tender
	Submission
	Must

	Attach document
	Attach annexes to a business document. Annexes can be in pdf, tif, xls or xml format
	Submission
	Must

	Seal Tender Bundle
	Generate evidence that the documents included in the Tender Bundle Correspond to one Tender prepared before submission deadline 
	Submission
	Must

	Send Tender Bundle
	Send to the Call for Tender Contracting Authority the sealed Tender Bundle in a secured way
	Submission
	Must

	Route Tender Bundle
	Make available the Tender Bundle from the sender (Tenderer)  to its receiver (Contracting Authority)
	Exchange
	Must

	Receive Tender Bundle
	Keep reference and metadata on the Tender Bundle available  to the Contracting Authority
	Submission
	Must

	Create Tender Receipt
	Create Tender Receipt  to ensure non-repudiation of reception
	Submission
	Must

	Send Tender Receipt
	Send the Tender Receipt to the Tender sender as specified in the Tender Bundle metadata.
	Submission
	Must

	Route Tender Receipt
	Make available the Tender Receipt  from the sender (Contracting Authority)  to its receiver (Tenderer)
	Exchange
	Must

	Receive Tender Receipt
	Keep reference and metadata on the Tender Receipt available to the sender of the Tender
	Submission
	Must

	View Tender Receipt
	Give access to a human readable version of the Tender Receipt 
	Exchange
	Must

	Open Tender Bundle
	Unseal Tender Bundle to access secured Information
	Submission
	Must

	File unsealed Tender Bundle
	Store under a secured filing system the unsealed Tenders
	Submission
	Should

	Assess Tender conformance
	Check that Tender Bundle is conforming to the Call for Tender requirements.
	Submission
	Should

	Generate opening Report
	Prepare the opening report on basis of the results of the opening session.
	Submission
	Should

	File and archive opening report
	Register the opening report document into the document management system
	Submission
	Should

	Create Qualification
	Prepare Qualification file including all documents required by the Call for Tender
	Qualification
	Must

	Send Qualification
	Send to the Call for Tender Contracting Authority the Qualification in a secured way
	Qualification
	Must

	Route Qualification
	Make available the Qualification  from the sender (Tenderer)  to its receiver (Contracting Authority)
	Exchange
	Must

	Receive Qualification
	Keep reference and metadata on the Qualification made available  to the Contracting Authority
	Qualification
	Must

	File Qualification
	Store under a secured filing system the qualifications and attestations
	Qualification
	Should

	Send Catalogue
	Send to the Call for Tender Contracting Authority the Catalogue in a secured way
	Submission
	Must

	Route Catalogue
	Make available the Catalogue from the sender (Tenderer)  to its receiver (Contracting Authority)
	Exchange
	Must

	Receive Catalogue
	Keep reference and metadata on the Catalogue made available  to the Contracting Authority
	Qualification
	Must

	Manage Short List
	Keep list of eligible Tenderers for a given Call for Tender in a ranked order
	Qualification 
	Should

	Evaluate Tender technical offer
	Manage marks per evaluator and evaluation criteria. 
	Evaluation
	Should

	Evaluate Tender financial offer
	Rank Tenders on the financial criteria basis
	Evaluation 
	Should

	Evaluate Tender 
	Consolidate marks in order to provide a final ranking taking into account all evaluation criteria
	Evaluation
	Should

	Create Contract
	Use the selected Tender metadata to automate as much as possible the drafting of the electronic contract.
	Awarding 
	Should

	Send Contract 
	Send the Draft Contract to the Tenderer as specified in the Tender data.
	Awarding
	Should

	Route Contract
	Make available the Draft Contract  from the sender (Contracting Authority)  to its receiver (selected Tenderer)
	Exchange
	Should

	Receive Contract
	Keep reference and metadata on the Draft Contract available to the sender of the Tender
	Awarding
	Should

	Sign Contract by Tenderer
	The Tenderer applies qualified electronic signature on Contract
	Awarding 
	Should

	Send Signed Contract
	Send the Qualified signature on the contract to the Contracting Authority
	Awarding
	Should

	Route Signed Contract
	Make available the Signed Contract  from the sender (Tenderer)  to its receiver (Contracting Authority)
	Exchange
	Should

	Receive Signed Contract
	Keep reference and metadata on the Signed Contract made available  to the Contracting Authority after validation of the received signature
	Awarding 
	Should

	Sign Contract by Contracting Authority
	The Contracting Authority  applies qualified electronic signature on Contract
	Awarding
	Should

	Send Signed Contract
	Send the Contracting Authority Qualified signature on the contract to the Tenderer.
	Awarding
	Should

	Route Signed Contract
	Make available the Signed Contract  from the sender (Tenderer)  to its receiver (Contracting Authority)
	Exchange
	Should

	Receive Signed Contract
	Keep reference and metadata on the Signed Contract made available  to the Tendered after validation of the received signature
	Awarding
	Should

	Create CAN
	Make the Contract Award Notice
	Awarding
	Should

	Notify CAN
	Send notification to TED
	Awarding
	Should

	Notify rejected Tenderers
	Send appropriate communication to all not awarded Candidates with reasons for rejection.
	Awarding
	Should


2.5.4. Business Function Access Rights

Access rights have been described for the Access and Submission functional blocks. Access rights for other functional blocks will be described in further refinement of the solution.

	Business Function Name
	Tenderer/ Sender
	Procurement Officer
	Opening Committee Member

	Display exchanged documents
	Automated – no user interaction   

	Create Tender template
	
	x
	

	Create Qualification template
	
	x
	

	Create Catalogue template
	
	x
	

	View Call for Tender list
	x
	x
	

	View Call for Tender
	x
	x
	

	Launch Reply to Call for  Tender 
	x
	
	

	Edit Tender Form
	x
	
	

	Edit Qualification Form
	x
	
	

	Edit Catalogue Form
	x
	
	

	Create Tender Bundle
	x
	
	

	Attach document
	x
	x
	

	Seal Tender Bundle
	x
	
	

	Send Tender Bundle
	x
	
	

	Route Tender Bundle
	Automated – no user interaction   

	Receive Tender Bundle
	
	x
	

	Create Tender Receipt
	
	x
	

	Send Tender Receipt
	
	x
	

	Route Tender Receipt
	Automated – no user interaction   

	Receive Tender Receipt
	x
	
	

	View Tender Receipt
	x
	x
	

	Open Tender Bundle
	
	x
	x

	File unsealed Tender Bundle
	
	x
	x

	Assess Tender conformance
	
	x
	x

	Generate opening Report
	
	x
	

	File and archive opening report
	
	x
	


3. Proposed Approach and Solution

3.1. Solution Description

The proposed solution consists of the provision of a self-contained open source information system for public administrations bridging the gap between the e-Access process and the post-award processes; hence completing the e-Tendering process. This self-contained solution will be composed of:

· "Core" modules covering the data exchange aspects in line with the CEN BII 2 specifications.

· "Satellite" modules replacing the Back Office functionalities for the public administrations that do not necessarily have these functional components available in their environment.

· "Complementary" modules that are already implemented and with which our solution will have to interact. 

While the "core" modules are going to be fully implemented throughout phased and iterative development cycles the "satellites" modules will provide minimal functionalities. Both the "core" and "satellite" modules interoperate with "satellite" modules. They are meant to be “default” building blocks that are candidate to be replaced, in the deployment phase, by the real Back Office systems probably available in the specific environments of the public administrations adopting the proposed solution.

The ‘glue’ between the two types of modules described above will be implemented via interfaces that will allow a loosely coupled solution making it easy to replace the satellite modules with the real Back Office systems.

The initial focus will be the Procurement domain. However, in line with the ISA objectives, further phases of this action will analyse the extensibility of some of the elements of the proposed solution to other business sectors different than "Procurement" (e.g. e-Submission of patents/ brevets).   A macro plan is provided in section 6.1.4.

The target functional scope in terms of processes or sub-processes for the Procurement domain can be considered as covered by the following vertical modules:

	Module Name
	Description
	Type (Core / Satellite/ Complementary)

	Prepare
	The Prepare module will be the starting point of the e-Tendering process where the market procedures and related documents are being prepared. These documents include notices such as prior information notice or contract notice, but also the Call for Tenders and its annexes. This is one of the "satellite modules" and could be part of any Tender and Contract Management tool, serving as e-Tendering Back Office tool for Contracting Authorities.

This module is responsible for the Call for Tender master data including setting the Opening and Evaluation Committees. It can start with the planning of the Call for Tender and stops when the publication process starts. It is not mandatory for the e-Submission module.


	Satellite

In principle a "basic" solution will be provided but the TCM solution from the Fundamental Rights Agency will be analysed and evaluated both from a functional and technical point of view to assess the possibility to re-use / adapt it to provide a Back Office module, covering at least the Tender Preparation and Tender Evaluation functions.

	e-Access
	The e-Access module allows Contracting Authorities publishing their calls for Tenders and technical specifications. This module allows also answering to questions from Economic Operators. 

It may be integrated with the prepare module (if / when available) and must be integrated with the e-Submission Back Office module to gather Tender templates and encryption key.

On the Economic Operator side, this module is responsible for giving access to Call for Tender specifications and possibility to ask for questions and receive answers to the Call for Tender. It is integrated with the e-Submission and e-Qualification module for Economic Operators willing to participate to a Call for Tender.
	Complementary

It is currently covered by the Publications Office's TED e-Tendering solution. Today, TED e-Tendering supports the open procedure only; however the Publications Office plans to support additional procedures in the future (e.g. Restricted and Negotiated Procedures).
The Publications Office is going to cover also other EU Institutions but at present no plans are available for an open source solution. For this reason the proposed Pre-Award solution assumes that an “e-Access like” module is available in the target environment of the public administrations adopting it. 

In future Phases (not yet planned) the provision of an open source version of an e-Access module might be foreseen in coordination with the Publications Office.

	e-Submission
	The e-Submission module allows Economic Operators to respond to Call for Tenders by preparing their Tenders in a structured and secured way, and submitting their Tenders. The e-Access module should be the starting point for launching the e-Submission module.

On the Contracting Authority side, this module is responsible for generating the necessary templates and encryption key, and to securely open the received Tenders.


	Core

The e-Submission module represents one of core elements of the proposed solution.



	e-Qualification
	The e-Qualification module, which can be plugged into the process before e-Submission (e.g. restricted procedure) or after e-Submission (e.g. open procedure), handles the administrative and financial qualification of the Tenderers and takes care of requests for clarifications.

This module is responsible for accessing Economic Operators master data and association with opened Tenders. It is also used for shortlist management.

From the Economic Operator perspective, the module also allows for managing the Company Data which in a later phase could be integrated with an e-Attestation system (VCD for instance). It will also provide an easy way to prepare the Qualification documents.
	Core + Satellite

This module can be logically split into two elements: one handling the data exchange aspects (support of CEN BII profile “Qualifications’), the other handling the received qualification data for exclusion and selection. The proposed solution will focus on the first element while for the second one a default "satellite” module will be developed to provide basic functionalities.


	e-Evaluation
	The e-Evaluation module provides tools to support the evaluation of Tenders by the Contracting Authority. This module covers typical Back Office functionalities and ideally should provide also automatic evaluation of Tenders. It uses information from the e-Submission Back Office or the e-Catalogue.
	Satellite

The proposed solution will provide a satellite module, which will allow registering the results of the evaluation, but, depending on the possible re-use of the evaluation functions implemented in the TCM application of the FRA Agency, a more sophisticated might be provided.



	e-Awarding
	The e-Awarding module prepares the contract award notice (to be published on TED) and notification to non-awarded Tenderer. This module is responsible for ensuring the exchange of documents with the Tenderer during the awarding phase.

This module is responsible for establishing the contractual agreement from the selected Tender. It may use the e-Evaluation module, and must use the e-Qualification module and Exclusion system. 
	Core 

This module represents one of the core elements of the proposed solution.

	Authorization Management
	This module is responsible for getting and setting authorizations to users (authorization).


	Satellite

For Authorization, the complete solution would need to rely on a standard such as SAML. For phase 1, a satellite module will be provided. For Authorization, there are 2 IAM instances (one for the Back Office Sub-System, one for the Front Office Sub System), which can be the same, but deployed in different environments.

	Identity Management
	This module is responsible for identifying users (authentication)
	Satellite

This module represents one of the core elements of the proposed solution. In phase 1, in view of a pilot at the European Commission, the authentication part will be ECAS for the Back Office and External ECAS for the Front-Office. 



	Exclusion
	The system is responsible for maintaining the legal entities exclusion list.
	Satellite

In phase 1, a satellite module will be implemented.  In view of a pilot at the European Commission, the system will interoperate with the Early Warning System component of the Commission Accounting System that implements these features.

	Document Management
	This module is responsible for registering, filing, archiving and logging activity on the decrypted human readable version of the Tender bundle.
	Satellite

The system will rely on the existing functionalities of e-PRIOR, making sure they are compatible with this new context. In view of a pilot at the European Commission, the system will interoperate with the Commission document management system (ARES) that implements these features. 


There are also a number of horizontal processes, to be implemented across several vertical modules:

· The e-Attestation concerns the use of qualification documents using electronic means, which allows for automation, simplification, transparency or monitoring of supplier qualifications during the qualification and tendering process. Projects at European scale are currently running to automate or re-engineer the process of submitting attestations, such as the PEPPOL VCD or European Procurement Passport. 

· The e-Catalogues module allows for submitting electronic catalogues as part of the Tender. 

· The e-Notification module links with the TED platform, for the official publication of notices, such as prior information notices, contract notices or contract award notices.

· The e-Identification module allows for Economic Operators and Contracting Authorities to authenticate them throughout the e-Tendering process. This module may need to integrate with European business registers in case users need to be linked with the legal bodies they represent.

· The e-Signature module provides technical means for applying advanced or qualified electronic signature where required

· The e-Reporting module provides reporting on a number of indicators related to the e-Tendering transactions.

Additional Back Office modules have been identified as essential for a self-contained solution even if not strictly related to Pre-Award management. They are described in the sections "Information System Overview" and "Technical Architecture".

The following figure illustrates the business architecture design, whereby e-PRIOR is positioned between the Supplier Portal (to be used by the Economic Operators) and the Customer Portal (to be used by the Contracting Authorities) to enable the exchange of information by sending XML based business documents following CEN/BII specifications.  
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3.2. Approach Rationale

The approach rationale can be summarised as built on the following elements:
1. Supporting the Commission's proposal on public procurement rules

As explained above, the Commission's proposal on public procurement rules foresees in a number of mandatory elements for Contracting Authorities to speed up the adoption of e-Procurement. Member States would be mandated to ensure that, at the latest 2 years after the date of transposition of the directives (i.e. 30 June 2016), all procurement procedures are performed using electronic means of communication, in particular e-Submission. 

This implies that this feasibility study should take into account that:

· The EC should lead by example and respect these deadlines set by legislation;

· The Commission could help Member States that do not yet have access to e-Procurement tools with lessons learnt, specifications and re-usable software components developed in the e-PRIOR e-Tendering project.
2. Bridging the gap between TED e-Tendering and e-PRIOR

A formal decision was made earlier in 2011 between the Publications Office and DIGIT B4 to collaborate on the completion of an e-Procurement suite for the EU Institutions. This entails bridging the gap between 

· TED e-Tendering, as it foresees in an e-Access module;

· e-PRIOR, covering all of the post-awarding e-Procurement modules (e-Catalogues, e-Ordering, e-Fulfilment, e-Invoicing and e-Payment).

DIGIT B4 will take the lead in developing the missing components, focussing on e-Submission and e-Awarding. This will be done by extending the coverage of e-PRIOR to the Pre-Award phases of the procurement chain.

3. Re-use and complementarity with existing solutions  

The proposed solution tries to re-use specifications (e.g. CEN BII profiles) and software modules already available in the Procurement domain. When possible, it has interfaces with existing modules (e.g. the TED e-Tendering solution by the Publications Office). In other cases modules could be built by extracting building blocks from packages (e.g. TCM solution by the FRA). Details are given in section 3.4 Reuse of Best Practices and Tools from Member States.
4. Self-contained solution

The adoption by Public Administration would be facilitated by the availability of a self-contained solution. This means that the solution should have a high degree of independence from other applications; in other words, it exposes services, but preferably does not call other services (unless standards exist for these services). The pre-award e-procurement application to be provided by DIGIT should allow the user to execute all the necessary tasks in pre-award. Nevertheless, a level of modularity should be achieved, whereby the user's organisation should be able to replace a module in the system with an existing application if so preferred. This extra layer of interoperability and modularity leaves room for competition in the private sector and lowers barriers to adoption by enabling integration with the user's legacy systems. It is in this context that the concept of satellite modules is introduced.

5. Prepare for a pan-European Interoperability Model

The solution will be designed in such a way that it will make use of a Supplier Portal and a Customer Portal to exchange XML-based business documents using CEN/BII specifications to allow for the implementation of a pan-European Interoperability Platform. This platform will allow for any Economic Operator in Europe using his preferred (probably local) e-Tendering service provider to send Tenders to any Contracting Authority in Europe, at their turn using their own (probably local) e-Tendering service provider or solution (see figure below). This solution would foster the implementation of the electronic European Market.

[image: image12.emf]e-Tendering 

Supplier 

Portal

e-Tendering 

Customer 

Portal

Any EU 

e-Tendering 

Platform 

e-Tendering 

Supplier 

Portal

e-Tendering 

Customer 

Portal

Any EU 

e-Tendering 

Platform 

PEPPOL

AP AP

AP AP


6. Ability to provide an open source version

e-PRIOR is also available in an open source variant, called Open e-PRIOR. The approach should allow for adding the Pre-Award components to Open e-PRIOR. 

7. Extension of the solution to other sectors

In line with the ISA objectives, further phases of this action will analyse the extensibility of some of the elements of the proposed solution to other business sectors different than "Procurement" (e.g. e-Submission of patents/ brevets). However, the initial focus will be on the Procurement domain. A high-level macro plan is provided in section 6.1.3 Timing.

8. Ability to have a phased approach

The selected approach foresees a progressive incremental coverage across different dimensions and takes into account some external dependencies (e.g. supports of types of Tender procedures by the e-Tendering solution of the Publications Office, maturity level of some e-Attestation solutions like VCD).
The dimensions mentioned above are:
· Processes: initial focus on Submission and then extension to Award

· Business procedures: start with the open market procedure and later support of other procedures (EOI, negotiated and restricted procedures).  A tentative planning will be provided also for Auctions and DPS (not in scope yet of the ISA action related to this feasibility study).

· Functions within a process (incremental number of automated functions, incremental level of sophistication of the automated  functions) 

· Data: the earlier phases support a minimal set of mandatory fields in the exchanged messages while the later phases will support for the same CEN BII message additional structured data to allow a higher level of automation of checks and procedures.

· Business Domain: the initial focus on the Procurement domain (original domain for e-PRIOR) will be extended to additional other domains when applicable (potential re-use for e-Submission and e-Attestation in additional business domain).
· Level of interoperability: while the initial phases focus on deployment of the various components for e-Submission in a single “logical” environment managed by the Contracting / Awarding Authority, the later phases target the deployment of the solution in a distributed environment where the Front Office for Submission can be deployed in a “node” managed by an external service provider connected to the Back Office via a PEPPOL-like transport infrastructure (CIPA e-Delivery).

· Open source: since the initial target environment for the POC/Pilot phase is the European Commission, the first release of the solution does not need to be "open source". However the development will be done since the beginning taking into account the objective to make an open source version of the solution available (target for open source development is Phase 2).

A high-level macro plan describing the phases is provided in section 6.1.3 Timing.
3.3. Maturity Model for e-Tendering

In Austria, the following e-Tendering maturity model has been developed by Auftrag.at:

1. Publication of notices 

2. Provision of electronic Tender specifications

3. Managing electronic lists of Tenderers

4. Using electronic workflow for paper Tenders support

5. Using electronic communication channel with Tenderer
a. Restricted procedure/competitive procedure with negotiation

b. Tenderer request; clarification etc.
6. Manage electronic Tenders: submission, safe custody and opening

7. Workflow support for finishing the procedure: awarding, cancelation

8. Run automatic Tender assessment

When applying this maturity model to the solution proposed in this feasibility study, levels 1 to 5 are implemented by TED and TED e-Tendering (to some or to a large extent), while e-PRIOR will implement maturity levels 6 and 7:

· Level 6: By the end of 2012, an e-Submission module with basic functionality should be ready;

· Level 7: By the end of 2013, an e-Awarding module with basic functionality should be available. 

The details of the project timing and related phases are elaborated in section 6 Planning. 

3.4. Reuse of Best Practices and Tools from Member States 

3.4.1. Inventory of tools

An inventory of e-Procurement related projects and initiatives in Europe was performed and is available upon request.
3.4.2. Decisions on re-use

The following decisions on re-use will be taken into account:

· Re-use of the e-PRIOR platform, originally developed to support Post-Award processes, with its exchange functions. 

· The e-PRIOR Pre-Award e-Procurement project will build further on the TED / TED e-Tendering project of the Publications Office, which has already provided tools to support e-Notification and e-Access. 

· Whenever possible, the e-PRIOR Pre-Award e-Procurement project should follow the specifications of CEN/BII 2 for e-Tendering, in particular for e-Submission, e-Awarding and e-Qualification.

· The approach adopted by the French ATEXO software (open source). This approach foresees that the preparation of the Tender by the Economic Operation is done "online", but in its local environment. The Tenderer can therefore keep the documents in its local environment and upload them on the Front Office of the Contracting Authority after signing and encrypting them to guarantee end-to-end encryption. A preliminary check is automatically run to verify that the technical environment of the Economic Operator is compatible with the requirements for using the application.  This software is used by many sites and in particular the main French e-procurement platform (http://www.marches-publics.gouv.fr). During the elaboration phase of the project, the possibility to re-use components of the ATEXO software will be evaluated.
· The re-use of the TCM tool (Tender and Contract Management) from FRA (Fundamental Rights Agency) as an e-Tendering Back Office is still under evaluation. The functions that are candidate to be the most interesting to be analysed are the "Tender Preparation" and the "Evaluation".

· DG MARKT has launched the Golden Book of e-Procurement Best Practices project [14], which should be available by the end of 2012. The e-PRIOR Pre-Award project team will try and align to them, if the project time constraints allow for that. 

· One of the tasks of the e-TEG is to design a generic e-Tendering blueprint by the end of 2012. If possible, early drafts should be made available, to allow the e-PRIOR Pre-Award project team aligning to them.

· The re-use of the PEPPOL Tool for producing e-Catalogues will be evaluated. 

· The re-use of the PEPPOL VCD tool and / or federated national solutions will be evaluated as well, in the context of the e-Attestation module. 

3.5. Impact on Suppliers (Economic Operators)

The proposed solution is meant to maximise the positive impacts on Economic Operators and minimize the negative impacts.

· Access to Call for Tender is eased and more exhaustive and therefore increases competition between operators. 
By implementing an interoperable solution, any Economic Operator could be notified of any Contracting Authority Call for Tender and reply with a Tender in a homogeneous way.

· The solution foresees a single point of contact. 

The diversity of procedure types and Contracting Authority is hidden by a single user interface allowing accessing and replying to calls.

· The solution reduces the administrative burden and should reduce the effort to prepare the qualification data. 

Company data and attestations will first be shared across Call for Tenders, may also be shared among companies making a consortium and may also be enriched by external systems such as VCD. The Tenderer will nevertheless still need to check that the available data is accurate and up-to-date before sending the data to the Contracting Authority.

· Qualified electronic signature is recommended but not a must. 

As Economic Operators may find difficulties in implementing electronic signature, the foreseen solution proposes alternative ways for gathering the blue ink signature when the Economic Operator could not implement the electronic signature in its premises.

· Availability of a fall-back solution in case of limitations in the Economic Operator's technical environment (e.g. low bandwidth communication)
In case of limitations in the Economic Operator technical environment a fall-back solution is provided. This helps solve situations where the upload of the Tender Bundle fails because of its size or the quality of the internet connection. The system will not disadvantage Economic Operators located in areas where only low bandwidth communication is available. The system foresees a two-step submission approach, whereby suppliers can send a non-reputable abstract of the data via internet and the rest per mail on a read-only CD. The two-step submission is described in section 4.1.2.5 Tender Bundle submission (Economic Operator).
3.6. Impact on Customers (Contracting Authority)

The system will mainly contribute in the reduction of administrative burden by automation of several activities and speeding the procurement process by enabling electronic exchange of information with suppliers.

A side effect of enabling the electronic exchange of documents is that the need for dedicated secured locations to store files before the opening date is no more useful.

· Automation of Tender reception. 

The system will be able to store the Tender and acknowledge its reception in most cases. It is only in case of the two step procedure that human intervention will be needed. 

· Possible Automation the opening report preparation and opening session. 

The system may check for the validity of the Tender and facilitate the opening session. The system may prepare the grounds for a fully automated opening session that would require a change of the Contracting Authority financial rules.

· Automation of Tenderer and Tender data

The exchange of structure Company data via the Qualification message enables automatic registration of Tenderers or Candidates. The registration of structured data will ease subsequent activities such as evaluation or reporting that are for the moment depending on a huge manual data entry effort done by the Contracting Authority in order to automate such tasks. As a result for the moment these tasks are usually not automated or automation is limited to the strict minimum required.

· Room management:

The Contracting Authority will no more require to have dedicated rooms and keys to handle security around received Tenders. As another advantage, detection of infringement will be traceable and auditable.

· IT environment

As the proposed system is a modular self-contained solution, Contracting Authorities that will have implemented part of the solution such as most likely a prepare tool will be able to integrate their existing system at reduced cost by plugging pre award functionality to their system. 

For Contracting Authorities not being equipped with a system, basic features will be provided in order to fulfil all exchanges with Economic Operators in an electronic format so that no development cost will be needed to use the solution.

4. Information System Overview
While section 2 Business Architecture details the business goals, constraints and needs (the "Problem Space"); this section provides a more detailed elaboration of the proposed solution as introduced in section 3 Proposed Approach and Solution. This section provides the "Solution Space" by explaining how the approach can be articulated in terms of the information system and by describing how the proposed solution satisfies the identified needs. 

The first part of the Information System Overview is the functional description, which includes the features and capabilities the solution needs to support; the high level scenarios and use cases. 

The focus is on the Phase 1 content; a high-level overview of the other Phases is given in the Macro Plan included in section 5.5.3 Timing. A tentative list additional Use Cases for other phases is given in the annex, see section 6.2 Tentative Use Case Modules for Later Phases.

4.1. Functional Description

The adopted method for categorizing requirements is the FURPS+ model (Robert Grady 1992. Practical Software Metrics for Project Management and Process Improvement. Prentice-Hall). The sub-categories used to group system requirements are the following:

· Functionality;

· Usability;

· Reliability; 

· Performance; and

· Supportability.

The "+" in FURPS+ reminds you to include such requirements as: 

· design constraints;

· implementation requirements;

· interface requirements; and

· physical requirements.

The functional requirements supported by the system are described in the sub-section below 4.1.1 Features: Functional requirements supported by the system.

4.1.1. Features: Functional requirements supported by the system
The functional requirements that a system supports describe the features of the system: they specify actions that the system is able to perform without taking physical constraints into consideration. They also specify the input and the output behaviour of the system. The features are closely related to the business functions identified in the section 2.5.2 and have been identified from the analysis of the e-Submission Functional Needs. Additional features regarding qualifications, catalogues and awarding may be identified in the next phases.

The features of the system are detailed in the Use Case Model and in the Use Cases description. According to the FURPS+ methodology functional requirements may include: 

· feature sets;
· capabilities; and
· security.
The Functional Requirements below have been grouped by "Modules" and classified using FURPS+.

IMPORTANT:

These features were identified mainly by analysing the e-Submission functional needs and the non- functional needs in the context of the support of the open market procedure with the objective of developing a solution to cover this scope by the end of 2012 (Phase 1).  Additional features regarding the management of qualifications, catalogues and awarding may be identified in the next phases; however, some high level features related the submission processes and planned for other phases are already mentioned in the high-level macro plan. This plan, which can be found in section 5.5.3 Timing, describes all phases and covers also the Evaluation, Qualification and Awarding processes.
	ID
	Description
	Need
	Type
	Phase
	Comment

	General - Information exchange
	

	FF-0010
	The system will receive and store files in binary format. 
	SUB-0095

SUB-0110

	Feature/Capability
	Phase 1
	

	FF-0025
	The system will receive and store Tender bundles submitted by the Economic Operators
	SUB-0115

SUB-0255a
	Feature/Capability
	Phase 1
	

	FF-0040
	The system will receive and store attachments to XML documents. An attachment is a binary file of any type.
Note:

Concerning  the attestations to be joined with the tender please see Note 1  in  4.1.2.4 Tender Bundle preparation (Economic Operator side):
	SUB-0110

SUB-0115
QUA-0075

	Feature/Capability
	Phase 1
	

	FF-0045
	The system will be able to generate a human readable format signed by the system (on PDF or HTML) from XML documents/Tender bundle
	SUB-0205
SUB-0250
	Feature/Capability
	Phase 1
	

	FF-0050
	The system will be able to manage the status of a business document based on a predefined message exchange sequence.
	SUB-0255a
	Feature/Capability
	Phase 1
	

	FF-0055
	The system will provide the status of a business document upon request.
	SUB-0255a
	Feature/Capability
	Phase 1
	

	General - Logging features
	
	

	FF-0565
	The system will collect logs generated by each software component involved in the exchange chain so that any operation can be traced back to its initiator.

(In Phase 1 the scope is mainly for e-Submission, to be extended to additional modules in the other Phases)
	SUB-0305
SUB-0315
SUB-0205
	Security
	Phase 1 
	

	FF-0570
	The system will trace the access to the submitted Tender documents;


	SUB-0315
SUB-0205
	Security
	Phase 1
	

	FF-0575
	The system will generate alerts in case of infringement of access prohibition

(In Phase 1 the scope is mainly for e-Submission, to be extended to additional modules in the other Phases)
	SUB-0305
	Security
	Phase 1
	

	FF-0580
	The access to logs will  be allowed only to authorized personnel

(In Phase 1 the scope is mainly for e-Submission, to be extended to additional modules in the other Phases)
	SUB-0320
	Security
	Phase 1
	

	FF-0585
	The system will archive the logs and stored them in a secure location 

(In Phase 1 the scope is mainly for e-Submission, to be extended to additional modules in the other Phases)
	SUB-0320
	Security
	Phase 1
	

	Front Office Sub-System
	
	

	FF-0095
	The Front Office sub-system will provide a registration page where a user of the EO can register to use the platform. 
	SUB-0065

GEN-0000

SUB-0335
	Feature/Capability
	Phase 1
	

	FF-0100
	The Front Office sub-system will provide a logon page where a user of the EO can logon to the platform.  
	SUB-0070
SUB-0075
	Feature/Capability
	Phase 1
	

	FF-0105
	The Front Office sub-system will provide a "Terms and conditions" page and the user should accept the conditions for a successful registration
	SUB-0080
NF-0090

NF-0095

SUB-0025

SUB-0030


	Feature/Capability
	Phase 1
	

	FF-0110
	The Front Office sub-system will provide a logout page where users of the EO can logout from the platform.  
	SUB-0070
SUB-0075
	Feature/Capability
	Phase 1
	

	FF-0115
	The Front Office sub-system will give users the possibility to recover the password
	SUB-0255a
	  Feature/Capability
	Phase 1
	

	FF-0120
	The Front Office sub-system will allow maintenance of user's profile (such as language settings)
	SUB-0255a
	  Feature/Capability
	Phase 2 candidate

(To be confirmed )
	

	FF-0125
	The Front Office sub-system will allow maintenance of company data to facilitate re-use by the Economic Operation of already entered qualification information 
	QUA-0085

SUB-0220


	  Feature/Capability
	Phase  3
	

	FF-0135
	The Front Office sub-system will ask the users to accept the Terms and conditions of the system prior to the consolidation of each Tender Bundle
	SUB-0160
NF-0090

NF-0095

SUB-0025

SUB-0030
	  Feature/Capability
	Phase 1
	

	FF-

0142
	The Front Office sub-system will ensure authorized access per Tender
	SUB-0187
	Security
	Phase 1
	

	FF-

0145
	The Front Office sub-system will ensure authorized access per company to maintain Company Data
	SUB-0187
	Security
	Phase 3
	

	FF-

0150
	The Front Office sub-system will ensure delegation of authorized access to maintain Company Data
	SUB-0187
	Security
	Phase 3
	

	FF-0147
	The Front Office sub-system will allow the EO to avoid re-encoding its qualification data by using the integration with e-Attestation solutions
	SUB-0220


	Feature/Capability
	Phase 4
	

	FF-0175
	The Front Office sub-system will feature an Outbox showing

a list of submitted Tender Bundles along with the corresponding Preparation report, their statuses and the exact submission date and time.
	SUB-0195

SUB-0245
	Feature/Capability
	Phase 1
	

	FF-0185
	The Front Office sub-system will feature an Inbox collecting all the messages sent to the end user by the Contracting Authority
	SUB-0195
SUB-0245
	Feature/Capability
	Phase 2
	

	FF-0190
	The Front Office sub-system will provide online help to assist the user in the submission process.
	NF-0042


	Feature/Capability
	Phase 1
	

	FF-0200
	The Front Office sub-system will provide and show all the necessary data in order for an EO to exchange information with the CA
	GEN-0000a
SUB-0120
SUB-0125
SUB-0135
SUB-0145

NF-0020
	 Feature/Capability
	Phase 1
	

	FF-0230
	The Front Office sub-system will provide a proof that the Tender bundle was successfully received by the Contracting Authority Front Office at submission time. This proof will be made available in the user's Outbox (information added to the sent Tender Bundle entry).
	SUB-0250
	 Feature/Capability
	Phase 1
	

	FF-0235
	The Front Office sub-system will provide confirmation pages in order to inform users of the results of their interactions with the system.
	SUB-0245
	 Feature/Capability
	Phase 1
	

	Front Office sub-system - Tender Preparation
	
	

	FF-0238
	The Front Office sub-system will give users the possibility to test their PC environment and check whether they can use all the functionalities of the e-Submission module for the Tender preparation (Tender Preparation Module)
	NF-0075 

NF-0042
	  Feature/Capability
	Phase 1
	

	FF-

0155
	The Front Office sub-system  will prevent spamming of the data submitted
	NF-0055
	Security
	Phase 1
	

	FF-0165
	The Front Office sub-system will feature a submit mechanism for the Tender bundle 
	SUB-0210


	Feature/Capability
	Phase 1
	

	FF-0170
	The Front Office sub-system will give the users the choice to submit/resubmit a Tender Bundle till the presentation deadline. (Only the latest version will be considered).
	SUB-0215

SUB-0182
	Feature/Capability
	Phase 1
	

	FF-0470
	The Front Office Sub System will be able to open the prefilled templates of the CA
	SUB-0085 
SUB-0175
	 Feature/Capability
	Phase 1
	

	FF-0420
	The Front Office Sub System will feature a saving mechanism for the Tender bundle. The Tender bundle is saved in the local environment of the Tenderer and NOT on the server hosting the Supplier Portal.


	SUB-0095


	Feature/Capability
	Phase 1
	

	FF-0405
	The Front Office Sub System will allow users to navigate in different lots.
	SUB-0140
	Feature/Capability
	Phase 1
	

	FF-0410
	The Front Office Sub System will show all the Tender lots and the user will have to select at least one to which the Tender will be submitted.
	SUB-0140

AWA-0015
	Feature/Capability
	Phase 1
	

	FF-0412
	The Front Office Sub System will allow submitting (not validated) e-Catalogues as unstructured documents.

(alternative to FF-0413)


	SUB-0255a
	Feature/Capability
	Phase 1
	

	FF-0413
	The Front Office Sub System will allow submitting (validated against agreed format) e-Catalogues as structured (XML) documents. The e-Catalogue will be used for ordering (e-Ordering) after awarding.
	SUB-0255a


	Feature/Capability
	Phase 4
	

	FF-0415
	The Front Office Sub System will be able to open an already saved Tender bundle structure
	SUB-0095
	Feature/Capability
	Phase 1
	

	FF-0425
	The Front Office Sub System will feature a validation mechanism for the created Tender bundle. The user is notified regarding the results of the validation.
	SUB-0085
	Feature/Capability
	Phase 1
	

	FF-0427
	The Front Office Sub System will feature an encryption mechanism based on an asymmetric key (public key available in the downloaded templates for Tender / qualification) for the created Tender bundle.
	SUB-0265
	Security
	Phase 1
	

	FF-0430
	The Front Office Sub System will feature a packing mechanism (consolidate bundle) for the Tender when no more modifications are expected and prior to the uploading of the Tender Bundle..
	SUB-0100
	 Feature/Capability
	Phase 1
	

	FF-0435
	The Front Office Sub System will offer functionality to prepare the bundle for a "One step" submission or a "Two steps" submission (in case the "One phase" submission is not technically possible due to limitations of the local environment of the Tenderer). 

NB: See explanation of the "Two steps" submission in 4.2 High Level Scenario.
	SUB-0240
	 Feature/Capability
	Phase 1
	

	FF-0440
	The Front Office Sub System will support generation of one or several envelopes Tender packing.
	SUB-0225

SUB-0230
	 Security
	Phase 1/Phase 2 candidate

(To be confirmed )
	

	FF-0455
	The Front Office Sub System will be able to generate an evidence of preparation (PDF format) in order to visualise what the bundle contains and which embeds the hash, metadata of the call for tender, user account data. 
	SUB-0190
	 Security
	Phase 1
	

	FF-0460
	The Front Office Sub System will compute the "hash" of the elements of Tender bundle in order to guarantee that they have not been modified after the submission.


	SUB-0165
SUB-0190

SUB-0260
	 Security
	Phase 1
	

	FF-0465
	The Front Office Sub System will feature the e-signing of the Tender Bundle Preparation Report containing  the digital finger-print ("hash") of the Tender Bundle or a specific document inside the Tender Bundle 
NB:

In case the Economic Operator is not able to apply a supported qualified electronic signature, this step is to be replaced by blue-ink signing the Tender Bundle Preparation Report, scanning and converting it in PDF format. The PDF has to be imported into the application to be further processed in the next steps.
	SUB-0185
QUA-0075
SUB-0205


	Security
	Phase 1 (/ Phase 2)
	Business Procedure 

(for Blue Ink)

	FF-0400
	The Front Office Sub System will display all the envelopes contained within the Tender (e.g. Eligibility Criteria, Technical envelope, Financial Envelope). 


	SUB-0285
SUB-0230
	 Feature/Capability
	Phase 1
	

	FF-0500
	The Front Office Sub System will be able to submit Tenders in the context of Expression Of Interest procedure
	NF-0065
	 Feature/Capability
	Phase 2 candidate

(To be confirmed )
	

	FF-0550
	The Front Office Sub System will be able to submit qualification info as separate messages from Tenders (Negotiated, Restricted procedures)
	NF-0065
	 Feature/Capability
	Phase 3
	

	FF-0600
	The Front Office Sub System will be able to prepare reply to e-Auctions


	NF-0065
	 Feature/Capability
	Phase 5
	

	FF-0700
	The Front Office Sub System will be able to prepare reply to Dynamic Purchasing System procedures


	NF-0065
	 Feature/Capability
	Phase 5
	

	FF-0701
	The submission deadline and the opening date should be clearly specified with reference to Coordinated Universal Time (UTC) or by adding “local time”.
	SUB-0022
	 Feature/Capability
	Phase 1
	

	Back Office Sub-System

 
	
	

	FF-0240
	The Back Office Sub-System will require that all users are registered in the system before they can use it.
	SUB-0005
	 Security
	Phase 1
	

	FF-0245
	The Back Office Sub-System will require users to logon to the system before using it.
	SUB-0010
SUB-0015
	 Security
	Phase 1
	

	FF-0250
	The Back Office Sub-System will give users the possibility to logout from the system
	SUB-0010
SUB-0015
	 Security
	Phase 1
	

	FF-0255
	The Back Office Sub-System will allow authorized users to register a Call for Tender for e-Submission.
	SUB-0020

	 Feature/Capability
	Phase 1
	

	FF-0270
	The Back Office Sub-System will support email notifications (Define Opening Committee, Define Evaluation Committee, etc.)
	SUB-0045
SUB-0050
	   Feature/Capability
	Phase 2 candidate

(To be confirmed )
	Business Procedure

	FF-0280
	The system will be workflow oriented (Define Opening Committee, Define Evaluation Committee)
	SUB-0045
SUB-0050

SUB-0180


	Feature/Capability
	Phase 2 candidate

(To be confirmed )
	Business Procedure 

(e.g. declaration of Absence of conflict of interest for Evaluation Committee members)

	FF-0285
	The Back Office Sub-System will allow only authorized users to set or change the opening date for a specific Call for Tender
	SUB-0035
	 Security
	Phase 1
	

	FF-0290
	The Back Office Sub-System will allow only authorized users to generate the encryption/decryption key (public + private) for a specific Call for Tender
	SUB-0265
	 Security
	Phase 1
	

	FF-0373
	The Back Office Sub-System will update the status of the received tender bundle
	SUB-0250
	Feature/Capability
	Phase 1
	

	FF-0295
	The Back Office Sub-System will give access to the decryption key only to the authorized users after the Opening Date/Time
	SUB-0265

SUB-0270
	Security
	Phase 1
	

	FF-0305
	The Back Office Sub-System will allow the handling of one or several envelopes in accordance to the business rules (awarding criteria)


	SUB-0230
SUB-0235
SUB-0285
	 Security
	Phase 1
	

	FF-0308
	The Back Office Sub-System will use as a valid Tender for the system the last Tender bundle sent by the EO.
	SUB-0215
	Feature/Capability
	Phase 1
	

	FF-0310
	The Back Office Sub-System will allow opening of the Tender after the opening date is reached and the “four-eyes principle” is applied
	SUB-0265
SUB-0270
SUB-0275

	 Security
	 Phase 2 candidate

(To be confirmed )
	Business Procedure

	FF-0315
	The Back Office Sub-System will support role based access rights per Call for Tender and document type
	SUB-0235
	Security
	Phase 2 candidate

(To be confirmed )
	Business Procedure

(In Phase 1 the Procurement Officer will centralize the access to the Tenders to decrypt and file them once the attendance sheet for the Opening Session has been filled).

	FF-0330
	The Back Office Sub-System will allow only authorized users to set or change the submission date deadline
	SUB-0260

SUB-0310
	Feature/Capability
	Phase 1
	

	 FF-0340
	Before the opening of the bundle the Back Office Sub-System will confirm that no unauthorised access has been detected.
	SUB-0260
	 Feature/Capability
	Phase 1
	

	 FF-0342
	The Back Office Sub-System will support short list management 


	QUA-0045

NF-0095
	Feature/Capability
	Phase 2 candidate

(To be confirmed )
	

	 FF-0343
	The Back Office Sub-System will check if the  Tenderer is included in the shortlist of Candidates (not applicable for open Tenders);
	SUB-0260
	Feature/Capability
	Phase 2 candidate

(To be confirmed )
	

	FF-0344
	The Back Office Sub-System must display the exact reference time.
	SUB-0260
	Feature/Capability
	Phase 1
	

	 FF-0345
	At opening session the Back Office Sub-System will verify the timely submission of data
	SUB-0260
	Feature/Capability
	Phase 2 candidate

(To be confirmed)
	Business process for phase 1

	 FF-0350
	At opening time the Back Office Sub-System will verify the structure of the bundle (Tender is made up of a technical and financial proposal, and supporting documentation)
	SUB-0260

SUB-0030
	Feature/Capability
	Phase 2 candidate

(To be confirmed)
	Business process for phase 1

	 FF-0355
	At opening session the Back Office Sub-System will validate the electronic signature
	SUB-0260
	Feature/Capability
	Phase 1/Phase 2 (to be confirmed)
	Business Procedure

(blue ink signature validation)

	 FF-0360
	At opening session the Back Office Sub-System will perform an antivirus check
	SUB-0260
	Feature/Capability
	Phase 2 candidate

(To be confirmed )
	Business Procedure

(manual activation of virus scan)



	FF-0370
	The Back Office Sub-System will allow the management of the Call for Tender (basic e-Prepare feature)
	SUB-0255a
	Feature/Capability
	Phase 4
	

	FF-0320
	The Back Office Sub-System will allow the Opening Committee to create, sign and file the opening report
	SUB-0280
	Feature/Capability
	Phase 2 candidate

(To be confirmed )
	Business Procedure

	FF-0375
	The Back Office Sub-System will archive the opening report and keep it for at least 10 years following the opening date
	SUB-0300
	Feature/Capability
	Phase 2 candidate

(To be confirmed )
	Business Procedure

	FF-0380
	The Back Office Sub-System will archive the received Tenders. Submitted Tenders MUST be archived for at least 10 years following the signature of the contract. Tenders from unsuccessful Tenderers MUST be kept for 5 years following the signature of the contract.
	SUB-0290


	Feature/Capability
	Phase 2 candidate

(To be confirmed)
	Business Procedure

	FF-0335
	The Back Office Sub-System will keep the Tender bundle secure to unauthorised persons after the opening of the Tender bundle.
	SUB-0200

SUB-0295

SUB-0275
NF-0045


	Security
	 Phase 2 candidate

(To be confirmed )
	Business Procedure

(decrypted documents are "manually" filed in archiving system, ARES for Commission environment)

	Timestamp server
	
	

	FF-0390
	The system shall guarantee the exact time stamping of the reception of the Tender bundle. This means that data should be automatically time stamped and locked. 

Note: The time zone should be part of the timestamp as where they are stored documents could depend on the location of the provider of the Tendering platform service

Even if irrefutable time stamping can be performed by an independent third party; however, solutions providing a reasonable level of certainty are also acceptable (documented in "Terms and Conditions".
	SUB-0310
	 Security
	Phase 1
	

	e-PRIOR
	
	

	FF-0338
	e-PRIOR will ensure the exchange of documents between Front Office and Back Office Sub-systems
	NF-0000

SUB-0182
	
	Phase 1
	

	FF-0337
	e-PRIOR will keep the Tender bundle (encrypted) after the opening of the Tender bundle.

Retention periods: 

Submitted Tenders: for at least 10 years following the signature of the contract. 

Tenders from unsuccessful Tenderers: for 5 years following the signature of the contract.
	SUB-0295
SUB-0290
	 Feature/Capability
	Phase 1
	

	Identity and Access Management - IAM
	
	

	FF-0260
	The Back Office Sub-System will feature an admin console for users/parties management.

• Configure users
• Configure group of users
• Grant and revoke access permissions
	SUB-0020

SUB-0045

SUB-0050

SUB-0235

SUB-0265

SUB-0270
	  Security
	Phase 2 candidate

(To be confirmed )
	Database script for phase 1

	FF-0475
	The system will implement two distinct modules where all application roles and authorities for the Front Office and Back Office will be centralised.
	SUB-0315
	 Security
	Phase 1
	

	FF-0477
	The Administration Interface for the Identity Access Management modules will be accessible based on special roles (Application Administrator)
	SUB-0315
	 Security
	Phase 2 candidate

(To be confirmed )
	Database script for phase 1


4.1.2. High Level Scenario

Below is a typical scenario for an open procedure that the system should accommodate. The context is the following: 

For an open procedure, the scenario will explain how:

· The Contracting Authority prepares the Call for Tender to be published on e-Access website ( TED e-Tendering in the context of the EC)

· The Economic Operator responds to a Call for Tender by using the e-Submission Front-Office.

· The Contracting Authority opens the received Tenders during the Opening Session by using the e-Submission Back Office.

The scenario will also cover a fall-back procedure for the Tenderer
4.1.2.1. Enable electronic submission of Tenders (Contracting Authority side)

The Contracting Authority prepares the Call for Tender in the Prepare Back Office, setting all metadata relating to the Call for Tender.

In the meantime, the Contracting Authority must prepare the Opening Session in Prepare Back Office. To do so, he identifies Opening Committee members according to the applicable rules (e.g. members cannot be hierarchically linked). The proposed members have to accept the appointment and certify that there is no conflict of interest in being a member of the Opening Committee. In the specific Commission environment this workflow can be executed in the Commission Document Management System (ARES). When all the declarations of absence of conflict of interest are gathered, the Contracting Authority will issue the Appointment of Opening Committee that should also be validated. In the specific European Commission environment this workflow can also be executed in the Commission Document Management System (ARES).When the Opening Committee composition is validated, the Contracting Authority grants user rights in the Prepare Back Office application to the Opening Committee Members, using the IAM and ECAS interfaces. Only those persons will be able to open and access the received Tenders in due time. The Contracting Authority applies the same principles for the Evaluation Committee.
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4.1.2.2. Make the Call for Tender electronically available (Contracting Authority side):

When the Contracting Authority decides to use the electronic publication of the Call for Tender, he connects to the e-Access Back Office and gets the Call for Tender metadata from the Prepare Back Office. The Contracting Authority adds all required documents and in case the Contracting Authority decides to electronically receive the Tenders, he attaches the following appendices in addition to the standard structure of the paper-based Call for Tender (Technical Specification, Contract Template, etc.):

· Pre-filled Tender template

· Pre-filled Qualification template

· Encryption key (public key)

The e-Access Back Office is integrated with the e-Submission Back Office to gather this information.

The e-Submission Back Office helps the Contracting Authority filling in the templates by inserting the metadata of the Call for Tender into the forms (ContractFolderID i.e. Market Procedure reference, Contracting Party, DocumentReference, etc.). As a result, all Tenders and Qualifications will share the same metadata and reconciliation problems upon reception of documents will be avoided.

The e-Submission Back Office also generates the required encryption keys (private and public) for the Call for Tender. This requires a human intervention in order to fully secure the private key (the private key might be itself double or triple encrypted to prevent misuse of the key). While the private key is stored in a secured area only accessible after the opening date by authorized persons, the public key is included in the pre-filled templates before publishing them.

Finally, when the Call for Tender is ready, the Contracting Authority publishes it on the e-Access website (TED e-Tendering in the EC context).
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4.1.2.3. Consultation of Call for Tender and answer to a Call for Tender (Economic Operator side)

Pre-condition: e-Access exposes the self-registration facility of the external ECAS services. The Economic Operator who wishes to submit a Tender has obtained an external ECAS account via a self-registration procedure.

For open procedures, the Call for Tender is available in e-Access TED e-Tendering. The Economic Operator connects to e-Access Front Office and searches for a Call for Tender. If the Call for Tender is relevant for him/her, he chooses to submit a Tender. e-Access Front Office will redirect the user to the e-Submission Front-Office. All the templates available in e-Access (which include the encryption key to be used) will be downloaded in order for the Economic Operator to prepare the Tender. The Economic Operator has the possibility to check (automatic test executed by the application) whether he can use all the functionalities (e.g. possibility to encrypt, possibility to apply a qualified electronic signature, etc.) of the e-Submission Front Office in his/her technical environment.
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4.1.2.4. Tender Bundle preparation (Economic Operator side):

The templates and encryption key have been downloaded into the user local environment (e.g. on a folder on his PC or on a shared drive) and are ready to be managed via the e-Submission Front Office application. The Economic Operator fills in all the necessary templates for this Call for Tender in the e-Submission Front-Office.

It is the responsibility of the Economic Operator to fill in all the required templates that are provided in the Call for Tender. The application will guide the user across the steps to execute, through a wizard:

1. Fill in the provided XML templates (Tender and Qualification).

2. Validate the XML structure of the Tender and Qualification XML files.

3. Build the Tender Bundle, in order to gather all the required documents (including all attachments - see Note 1 hereafter).

4. Hash the Tender Bundle, and generate a hashing key: in order to provide a unique ID of the document and therefore guarantee that the document is not modified after it has been hashed. This hashing code will be verified by in the e-Submission Back Office.

5. The hash is sealed using a digital certificate to prevent its modification. 

6. Produce the Tender Bundle Preparation Report (PDF format) in order to visualise what the bundle contains and which embeds the hash computed in the previous step. It also contains a clause referring to the acceptation of the terms and conditions.
7. Sign (using a qualified e-Signature based on a certificate from a Certification Authority supported by the Trusted List) the Tender Bundle Preparation Report: in order to guarantee the origin of the Tender. The signature will be verified in the e-Submission Back Office. In case the Economic Operator is not able to apply a supported qualified electronic signature, this step is to be replaced by blue-ink signing the Tender Bundle Preparation Report, scanning and converting it in PDF format. The PDF has to be imported into the application to be further processed in the next steps.
8. Encrypt the Tender Bundle (which includes also the sealed hash) with the public encryption key in order to guarantee the confidentiality of the exchanged data. Once this action is completed, the Supplier is not able anymore to open his/her encrypted Tender Bundle (he can of course always re-encrypt a new version starting back at step 1). Only the Contracting Authority owning the private key is able to decrypt the Tender Bundle.
Note 1:

About the attestations to be joined to the tender:  

a. The new directive promotes the use of self-declarations. Once produced they are either electronically or "blue ink" signed by the Economic Operator and sent as part of the Tender Bundle. Attestations can be requested only in the Awarding phase.

b. When a self-declaration is not yet allowed the paper "attestations" provided by third parties can be sent as electronic scanned documents included in the Tender Bundle prepared by the Economic Operator. The paper version may follow by the post and be available in the awarding process. 

c. In case a Third Party provides an attestation electronically signed (qualified signature to an Economic Operator) then it can be sent as part of the Tender Bundle.

Note 2: 
In case the encryption check is not successful, the application will not encrypt the bundle. In this case a 2-step procedure needs to be followed. The application will cater for the two-step procedure.

The 2-step procedure consists of:

· Preparation of the bundle (according to the activities described here-above), copy of the Tender Bundle on a CD-ROM. step 8 is optional. The CD-ROM containing the Tender Bundle is to be sent through the Post before the submission deadline.

· Submission through the e-Submission Front Office of the Tender Bundle Preparation Report together with the proof of sending of the CD via the Post.

Note 3: 
If any other checks fail then the paper procedure should be followed (if foreseen by the Contracting Authority).
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4.1.2.5. Tender Bundle submission (Economic Operator):

In the main scenario, the Economic Operator has now prepared an encrypted Tender Bundle and a signed Tender Bundle Preparation Report. He can now send the encrypted Tender Bundle and Tender Bundle Preparation Report ("in clear") via the e-Submission Front Office (part of the Supplier Portal). The e-Submission Front Office implements a security mechanism to avoid attacks (eg: use of CAPTCHA or other mechanism).
Upon submission, the e-Submission Front-Office timestamps the Tender Bundle Preparation Report to certify the submission time as described in the "Terms and Conditions" for the market procedure and applies an electronic certificate to ensure non-repudiation and authenticity by the Contracting Authority. This FO-stamped Preparation Report is sent together with the Tender Bundle to the Contracting Authority.. It is also at the same time displayed to the Economic Operator. This FO-stamped Tender Bundle Preparation Report is equivalent to the Tender Receipt.
The e-Submission Front Office can display to the Economic Operators the list of the submitted Tender Bundles (together with the associated FO-stamped Tender Bundle Preparation Report) once they have been successfully sent to the Contracting Authority Back Office (equivalent to a Sentbox). The system might take some time to process the information; therefore the visualisation of the sent documents is not immediate.
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In case the upload of the Tender Bundle fails either because of the quality of the internet connection (not able to support the upload of large Tender Bundles) or because of the limitations of the technical  local environment of the Economic Operator, the user can decide to activate the 2-step submission procedure described above. If the 2-step procedure fails then the fall back solution (the only remaining option) is the paper procedure (if foreseen by the Contracting Authority). 

2-step procedure: 
In case the Economic Operator System activates the 2-step procedure, the Economic Operator has to send a CD-ROM containing the Tender Bundle via traditional communication means (Postal service) to the Contracting Authority (in a confidential way – double envelope) before the submission deadline. The Tender Bundle Preparation Report, together with the proof of sending of the CD-ROM is to be sent via the Front-Office to the Contracting Authority. The Contracting Authority will open this envelope during the Opening Session and make the reconciliation (thanks to the hash) between the received Tender Bundle Preparation Report and the CD-ROM.
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4.1.2.6. Opening Session (Contracting Authority side, Back Office)

The Tender Bundle is now waiting in the e-Submission Back Office for opening. The System prevents the users from accessing the Tender Bundle and to the decryption key before the deadline. The Opening Committee meets to open the Tender Bundles corresponding to the Market Procedure. The Contracting Authority fills in the attendance sheets (on paper) and when each Committee Member has logged in the Private Key can be released to those users and each bundle can be decrypted. 

The steps to be performed are different for each tender procedure, but, if used, the electronic signature needs to be validated (interface with Signature validation service), the hashes contained in the Preparation Report and in the Bundle need to correspond (the Contracting Authority may also recalculate the hash), the date and time need to be checked. 
Once decrypted, the bundles are stored in the Contracting Authority Document Management System and can be accessed only by authorized users. Each access is logged. In the context of the European Commission environment, the opened Tender Bundles should be stored in a Document Management System (ARES). 

Case of 2-step procedure (fall-back solution for submission):

· the received CD-ROM have to be processed by the Opening Committee (reconciliation with the received Tender Bundle Preparation Report)
· the content of the CD-ROM is transferred to the Document Management System.
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4.1.3. Functional Overview 
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Each functional package depicted as a box as well as their interfaces are further described in the following sections: 4.1.4 Use Case Model and 4.1.5 System Interfaces.

4.1.4. Use Case Model
The following use cases and/or functions realise the functional features of the system. Only phase 1 use cases are depicted in this section; use cases planned for later phases are described in section 7.2 Tentative Use Case Modules for Later Phases. The use case list for later phases is subject to change in future updated versions of this feasibility study.
4.1.4.1. Contracting Authority System (Pre-Award Back Office)
4.1.4.1.1. Identity and Access Management System (IAM) Back Office
The use case list might be further refined in future updated versions of the Feasibility Study. Only phase 1 use cases are depicted in the figure below.
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	Use Case
	Description – This use case/function allows …
	Supported Features

	BO01
	ECAS Log In
	The Actor to authenticate himself into the application. This allows for the single-sign-on functionality through the Commission applications. The Actor has to enter username and password.
	FF-0245

FF-0250


4.1.4.1.2. e-Submission Back Office
The use case list might be further refined in future updated versions of the Feasibility Study. Only phase 1 use cases are depicted in the figure below.
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	Use Case
	Description – This use case/function allows …
	Supported Features

	BO03
	Generate Private / Public Encryption Key
	The Actor to generate a Public / Private Encryption key following a procedure (encryption of the private key), and link it to a Call for Tender.

The Actor(s) must validate the Private Key and the System will store it securely.
	FF-0290

	BO04
	Receive Tender Bundle
	The Actor to receive the Tender Bundle.
The status of the bundle changes.
	FF-0010

FF-0025

FF-0040

FF-0373

FF-0344

	BO05
	View Tender Bundle list
	The Actor to view the list of all Tender Bundles he/she has access to. Sorting and filtering the list is also possible, based on a number of criteria.
	FF-0055

	BO06
	Open Tender Bundle
	The Opening Committee Members to open a Tender Bundle after the Opening date has passed. The System then allows the Opening Committee Members to open the Tenders by retrieving the private encryption key in order to decrypt the Tender Bundle. 

Opening the Tender means:

· Get Decryption Key(s)

· Decrypt Document

· Check XML validation

· Check Hash

· Check Signature

· Check Timestamp
· View bundle

· Export the bundle documents to the file system in view of transferring to a Document management system (phase 1 limited implementation)
The Opening of the Tender Bundle is logged.

Note: the remaining of the Opening Session is a manual procedure.
	FF-0295

FF-0305

FF-0308

FF-0310

FF-0340

FF-0343

FF-0344

FF-0345

FF-0355

FF-0360


4.1.4.1.3. Document Management Back Office
The use case list might be further refined in future updated versions of the Feasibility Study. Only phase 1 use cases are depicted in the figure below.
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	Use Case
	Description – This use case/function allows …
	Supported Features

	BO07
	View Tender Bundle
	The Reader to view the Tender Bundle provided that he/she has the proper authorization rights.

The view of a Tender Bundle is logged.
	FF-0380

FF-0335




4.1.4.2. e-PRIOR

No interaction with users (refer to section 4.1.5 System Interfaces).

4.1.4.3. Economic Operator System: Pre-Award Front Office 
4.1.4.3.1. Identity and Access Management System (IAM) Front-Office

The use case list might be further refined in future updated versions of the Feasibility Study. Only phase 1 use cases are depicted in the figure below.
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	Use Case
	Description – This use case/function allows …
	Supported Features

	FO01
	External ECAS Log-In
	An Economic Operator to connect to the e-Submission Front Office System.

It also allows the Economic Operator to self-register in External ECAS, should he/she not exist. The Economic Operator should accept the Terms & Conditions for a successful registration.

It also allows the Economic Operator to log out from the System and to recover/reset the password.
	FF-0095

FF-0100

FF-0105

FF-0110

FF-0115

FF-0142

FF-0145

FF-0477


4.1.4.3.2. e-Submission Front-Office

The use case list might be further refined in future updated versions of the Feasibility Study. Only phase 1 use cases are depicted in the figure below.
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	Use Case
	Description – This use case/function allows …
	Supported Features

	FO02
	Test Local Configuration
	The Tenderer to test his local system (OS and/or browser) to check the compatibility of his system with the Tender Preparation Tool.
	FF-0238

	FO03
	Enter Form Data
	The Tenderer to load the template form data and fill in all the necessary data in a structured way in order for his Tender to be valid (Qualification and Tender). It is also possible to validate the document.

The Tenderer has the possibility to save and reload saved data.
	FF-0420

FF-0470

FF-0405

FF-0410

FF-0415

FF-0425

	FO04
	Consolidate Tender Bundle
	The Tenderer to:

1. gather all the filled in forms and attachments (incl.Qualification and Catalogue),
2. validate against XML,
3. hash the bundle,
4. seal the hash using digital certificate
5. produce the Tender Bundle Preparation Report (PDF format) (it contains a clause referring to the acceptation of the terms and conditions).
6. Sign (using a qualified e-Signature based on a certificate from a Certification Authority supported by the Trusted List) the Tender Bundle Preparation Report: (Alternative flow: In case the Economic Operator is not able to apply a supported qualified electronic signature, this step is to be replaced by blue-ink signing the Tender Bundle Preparation Report, scanning and converting it in PDF format.. The PDF has to be imported into the application to be further processed in the next steps.)
7. Encrypt the bundle 

The System will guide the user through the different steps and will cater for a fall-back solution in case one of the steps is not technically possible.
	FF-0040

FF-0135

FF-0235

FF-0412

FF-0425

FF-0427

FF-0430

FF-0435

FF-0425

FF-0455

FF-0460

FF-0465

FF-0400

	FO05
	Submit Tender Bundle
	The Tenderer submits the Preparation Report and the Tender Bundle to the Contracting Authority
The Front Office prevents the spamming of the data transmitted (e.g. CAPTCHA). The FO allows for resending Tender/Preparation Report.
The FO adds a "stamp" (time stamp + certificate on behalf of the Contracting Authority) to attest the submission of the Tender Bundle and Preparation Report. This FO-stamped preparation report is sent with the Tender Bundle to the Contracting Authority.
The FO-"stamped" Preparation report is automatically displayed to the Economic Operator upon sending.
2-step procedure the tender bundle is not generated so the Economic Operator submits only the Preparation report. 

	FF-0025

FF-0155

FF-0165

FF-0170

FF-0200

FF-0500


	FO08
	View Submitted Tender Bundles
	Tenderer to view the list of submitted Tender Bundles in the Outbox (including the Preparation report attached to the tender bundle). 
	FF-0175

	FO09
	Display System Information
	The Economic Operator to view the User Manual of the application, and to view the Reference Time of the Contracting Authority.


	FF-0190

FF-0701

	FO10
	Open Submitted Tender Bundle
	The Economic Operator to display the content of a Submitted tender Bundle + Preparation Report from his/her Outbox.
	FF-0010

FF-0025

FF-0040


4.1.5. System Interfaces
The following system interfaces are foreseen to enable communication between modules. Only phase 1 interfaces are depicted in this section; interfaces planned for later phases are described in section 7.4 Tentative System Interfaces for Later Phases. The interface list for later phases is subject to change in future updated versions of this feasibility study.
The relationship between the modules and interfaces are shown in the functional overview, refer to section 4.1.3.

A column on the right hand side indicates what system invokes the interface.

4.1.5.1. Contracting Authority System (Pre-Award Back Office)

4.1.5.1.1. Authentication System

	
	
Interface / Operation 
	Description – This interface allows …
	Supported Features

	Invoked by

	INT01
	Authentication Service / Authenticate
	A System to authenticate a connected user on basis of his password.
	FF-0100 
	All modules


4.1.5.1.2. Identity and Access Management System (IAM)

	
	Interface / Operation 
	Description – This interface allows …
	Supported Features
	Invoked by

	INT02
	User Authorization Service / Get User Role
	A System to get the list of active roles for a given login per Call for Tender and optionally document type and subtype.
	FF-0315

FF-0565

FF-0570

FF-0575

FF-0580

FF-0585

FF-0285

FF-0330
	All modules


4.1.5.1.3. Logging

	
	Interface / Operation 
	Description – This interface allows …
	Supported Features
	Invoked by

	INT03
	Logging Service / Log Action
	The System to log any action (create, read, update, delete, send) of a document by a user at any moment.
	FF-0565
	All modules


4.1.5.1.4. Prepare Back Office
No interfaces identified.
4.1.5.1.5. e-Access Back Office
No interfaces to be implemented in first phase.
4.1.5.1.6. e-Submission Back Office
	
	Interface / Operation
	Description – This interface allows …
	Supported Features
	Invoked by

	INT05
	Prepare Tender / Prepare Tender Template
	A System to get the Tender templates (Tender, Qualification, Catalogue) and the Public Key for a given Call for Tender. It will also insert the Call for Tender master data into the e-Submission Back Office.
	
	e-Access


4.1.5.1.7. e-Qualification Back Office
No interfaces to be implemented in first phase.
4.1.5.1.8. e-Evaluation Back Office
No interfaces to be implemented in first phase.
4.1.5.1.9. e-Awarding Back Office
No interfaces identified.
4.1.5.1.10. Exclusion Back Office
No interfaces to be implemented in first phase.
4.1.5.1.11. Document Management System

No interfaces to be implemented in first phase.
4.1.5.1.12. Signature Validator System

The implementation of this interface in phase 1 to be confirmed, due to the dependencies on other projects.

	
	Interface / Operation
	Description – This interface allows …
	Supported Features
	Invoked by

	INT12
	Validate Signature
	A System to validate the authenticity and validity of an electronic signature.
	FF-0355
	e-Submission


4.1.5.1.13. Common Referential System

No interfaces to be implemented in first phase.
4.1.5.2. Middleware System Interfaces: e-PRIOR

	
	Interface / Operation
	Description – This interface allows …
	Supported Features
	Invoked by

	INT14
	Retrieve Document Request
	The Contracting Authority and Economic Operator to retrieve their documents via electronic means.

This interface is already implemented.
	FF-0338

FF-0045
	e-Submission BO + FO

	INT15
	Submit Attachment (not shown in system overview graph)
	The Contracting Authority and Economic Operator Systems to submit an Attachment Document via electronic means.

This interface is already implemented.


	FF-0338

FF-0050
	e-Submission FO

	INT16
	Submit Tender Bundle
	The Economic Operator System to submit a Tender Bundle via electronic means to the Contracting Authority System.

Note: this Use Case will be used to send encrypted documents to the Contracting Authority, without mentioning in clear text the name of the Economic Operator.
	FF-0338

FF-0050

FF-0025
	e-Submission FO

	INT17
	View Inbox (not shown in system overview graph)
	The Economic Operator and Contracting Authority Systems to view the list of documents that were sent to them.

This interface is already implemented.


	FF-0185 
	e-Submission FO + BO

	INT18
	Submit Tender Receipt
	The Contracting Authority System to submit a Tender Receipt via electronic means to the Tender sender and Economic Operator System.
	FF-0338

FF-0337

FF-0050
	e-Submission BO


4.1.5.3. Middleware System Interfaces: Timestamp (get Time)

Note: This System is not intended to be an official timestamping server.

	
	Interface / Operation
	Description – This interface allows …
	Supported Features
	Invoked by

	INT22
	Timestamp
	The Actor to request a timestamp on a submitted document. The System replies with a signed synchronous message, containing the message ID and the timestamp.
	FF-0390
	e-Submission FO


4.1.5.4. Economic Operator System (Pre-Award Front-Office)

4.1.5.4.1. e-Access Front-Office

No interface identified.
4.1.5.4.2. e-Catalogue Front-Office
No interfaces to be implemented in first phase.
4.1.5.4.3. e-Submission Front-Office

	
	Interface / Operation
	Description – This interface allows …
	Supported Features
	Invoked by

	INT24
	Reply to Call
	A System to open the e-Submission Front Office with some parameters (login, Call for Tender including templates, encryption keys, etc.)
	FF-0470
	e-Access


4.1.5.4.4. e-Qualification Front-Office

No interfaces to be implemented in first phase.
4.1.5.4.5. e-Awarding Front-Office

No interface identified.

4.1.5.4.6. EO Authentication System (use of ECAS)
	
	Interface / Operation
	Description – This interface allows …
	Supported Features
	Invoked by

	INT27
	Authentication Service / Authenticate 
	Similar interface as the Back Office Authentication System
	FF-0100
NFF-0075
	All modules


4.1.5.4.7. EO Identity and Access Management System (IAM) System

No interfaces to be implemented in first phase.
4.1.5.4.8. VCD System

No interfaces to be implemented in first phase.
4.2. Quality Ranges and Information System Requirements 
This section describes the attributes of the system or attributes of the system environment and not the functional behaviour of the system.

Same as for the Functional Requirements, the entries have been grouped by "Modules" and classified using FURPS+ (for more information refer to section 4.1 Functional Description).

These features have been identified by analysing the e-Submission Functional Needs and the Non- Functional needs. Additional features may be identified in the next phases.

	ID
	Description
	Need
	 FURPS+ classification
	Planned 
Release

	General 
	

	NFF-0075
	The provided solution will be  made available as "open source software"


	NF-0005

NF-0035

NF-0070
	Implementation Requirement
	

	NFF-0002
	The system will be modular; the integration between the various modules will be done via loosely coupled interfaces. 
	SUB-0255a
	Implementation Requirement
	

	NFF-0003
	The system will automatically route the documents submitted by the user through the various sub-systems (Front Office, e-PRIOR, Back Office)
	SUB-0255a

NF-0040
	Implementation Requirement
	

	General - Information exchange
	

	NFF-0000
	The system will make use of standards (compliant with CEN/BII) and state of the art security solutions

For the syntax, the UBL 2.1 stands will be adopted since the level of maturity of the UN/CEFACT support is still to be improved.
Concerning CEN / BII data requirements please see section 1 (Information Requirements Overview)
	NF-0035
NF-0045
NF-0015
	Implementation Requirement
	Phase 1

	NFF-0005
	The system will use UTF-8 character encoding to support multilingualism
	SUB-0170
	Implementation Requirement
	Phase 1

	NFF-0010
	The system will guarantee the  integrity of the Tender bundle
	SUB-0165
SUB-0185
SUB-0190

SUB-0260
QUA-0075
SUB-0205

	 Implementation Requirement

Security
	Phase 1

	NFF-0015
	The system will support the transmission/processing of CEN BII v.2 Contract Award Notice
	AWA-0000
	Implementation Requirement
	Phase 4

	NFF-0020
	The system will support the transmission/processing of CEN BII v.2 Tender Qualification
	QUA-0000

SUB-0255a
SUB-0255b
	Implementation Requirement
	Phase 1

	NFF-0025
	The system will support the transmission/processing of CEN BII v.2 Call for Tender
	SUB-0255a
SUB-0255b
	Implementation Requirement
	(e-Access)

	NFF-0030
	The system will support the transmission/processing of CEN BII v.2 Catalogues
	SUB-0255a
SUB-0255b
	Implementation Requirement
	Phase 4

	General - Interoperability
	

	NFF-0035
	The system  will make  use of Web Services stack
	NF-0000
	Implementation Requirement
	Phase 1

	NFF-0040
	The solution will be "self-contained" in order to have a high degree of independence from other applications. 

(For more information refer to section "3 Proposed Approach and Solution").
	NF-0010
	Design Requirement
	Phase 1

	NFF-0045
	The e-submission module will be integrated with open e-Prior 
	NF-0000
NF-0005
SUB-0060
NF-0000
	Interface Requirement
	Phase 2

	NFF-0047
	The e-submission module will be integrated with PEPPOL/CIPA e-Delivery solution.
	NF-0000
NF-0005
SUB-0060
NF-0000
	Interface Requirement
	Phase 5

	NFF-0050
	The system will be designed to support multiple languages 
(The system can be also deployed in multilingual versions.)
NB:

However in its early version the screens will be in English.
	NF-0080

NF-0085

	Usability Requirement
	Phase 1

	General -Business continuity
	

	NFF-0060
	No single point of failure: Cluster ready Front Office Sub System available on Join-up.

NB:

Redundant Data Center infrastructure, with clustering and failover (agreed with Data Centre hosting the solution) 
	NF-0055

NF-0110

NF-0060
	Reliability Requirement
	Phase 2

	NFF-0062
	No single point of failure: Cluster ready e-PRIOR available on Join-up

NB:

Redundant Data Center infrastructure, with clustering and failover (agreed with Data Centre hosting the solution).
	NF-0055

NF-0110

NF-0060
	Reliability Requirement
	Phase 4

	NFF-0065
	Adequate Backup strategy agreed with Data Centre hosting the solution.
	NF-0110
	Reliability Requirement
	Phase 2

	Front-Office sub-system
	

	NFF-0075
	Seamless integration with e-Access Front Office in terms of Navigation, Authentication and Authorisation 
	SUB-0090

SUB-0335

NF-0040


	Interface Requirement
	Phase 1

	NFF-0085
	The system will support most popular web browsers (target: covering at least 70% of potential internet users)
	GEN-0000
NF-0040
	Implementation Requirement

Usability Requirement
	Phase 1

	NFF-0090
	The interface of the system will have the same look and feel as the TED e-Tendering platform.
	NF-0030
	Usability Requirement
	Phase 1

	NFF-0095
	Provide support to users through the use of a Help Desk, providing user education and training, Documentation
	NF-0042
	Supportability Requirement
	Phase 2

	NFF-0112
	The preparation of the Tender will be done within a browser interface which allows the user to work on the documents composing the Tender and qualification info "locally": once all the offered documents composing the Tender and qualification info have been prepared then the can upload them.
	NF-0044

NF-0040

NF-0045


	Usability Requirement
	Phase 1

	NFF-0114
	Re-use of PEPPOL tool for e-Catalogue (but in the Pre-Award context) 
	NF-0035

SUB-0255a

SUB-0255b


	Implementation Requirement
	Phase 4 candidate

	NFF-0120
	The Front Office Sub System will feature a wizard like interface
	NF-0044

NF-0040


	Usability Requirement
	Phase 1

	NFF-0130
	The Front Office Sub System will provide help to assist the users for the bundle preparation and will accompanied by user manuals
	NF-0040

SUB-0325
	Usability Requirement
	Phase 1

	NFF-0110
	The Front Office Sub System can be provided also as a standalone application.
	NF-0065
NF-0070
NF-0005
SUB-0185

	Implementation Requirement
	To be evaluated (after Phase 1)

	NFF-0115
	The offline Front Office Sub System will offer the same functionality as the online version.
	NF-0040
NF-0065
	Implementation Requirement
	To be evaluated (after Phase1)

	NFF-0125
	The client tool for off-line preparation will support versioning.
	NF-0115
	Supportability Requirement
	To be evaluated (after Phase 1)

	Back Office Sub System
	

	Identity and Access Management
	

	NFF-0135
	Single sign on - Contracting Authority users as well as Economic Operators should connect through a single sign on to the various modules of the Front Office and Back Office
	NF-0040
	Usability
	


4.3. Information Exchange Requirements
4.3.1. CEN/BII Profiles mapped to application modules

The e-Tendering profiles from CEN/BII 2 will be used as the basis for defining the choreography of exchanging e-Tendering related business documents between Contracting Authorities and Economic Operators. While the e-Tendering nomenclature of this Feasibility Study is aligned with the terminology DG MARKT is using, CEN/BII is using a different one. What CEN/BII calls "Tendering" corresponds to "e-Submission" as referred to in this study.

UBL 2.1 will be used as a basis for the syntax binding to the CEN/BII profiles. For the Profile Roll-out please refer to section 6 Planning.
	This study
	CEN/BII 2 – business process

	e-Notification
	Notification

	e-Submission
	Tendering

	e-Awarding
	Awarding


The following profiles will be used as a basis for this project:

	CEN/BII 2 business process
	Profile number
	Name

	Tendering
	Profile BII2-11
	Qualification

	Tendering
	Profile BII2-22
	Call for Tender

	Tendering
	Profile BII2-xx
	Call for Tender with Catalogue template

	Tendering
	Profile BII2-12
	Tendering simple

	Tendering 
	Profile BII2-xx
	Tendering simple with Catalogue

	Notification - Awarding
	Profile BII2-10
	Tender Notification


UBL 2.1 will be used as a basis for the syntax binding to the CEN/BII profiles.

The applicable profiles are more detailed in the following sub-sections. 

4.3.1.1. e-Submission

	Profile Name: BII2-11 - Qualification

	Profile Description: This profile supports a process of qualification by submitting a virtual company dossier. It is intended to support transmission of electronic documents for processing in semi-automated processes by the receiver. The legal requirements that were taken into account are requirements from European legislation, in particular the EU directives, mentioned in section 6 of this profile. The intended scope for this profile includes Business to Business (B2B) and Business to Government (B2G) relations, with a focus on B2G.

The transactions, specified in this profile are intended to be exchanged between the Tendering systems of Economic Operators and Contracting Authorities. This means that it is expected that the parties have connected their systems to the internet, and that they have middleware in place to enable them to send and receive the transactions in a secure way, using an agreed syntax.

The content model of the transactions can also be used in procurement platforms or portals, so that these platforms as well as procurement systems of Economic Operators and Contracting Authority are based on the same information and process models, which makes them more interoperable. Even if platforms are not technically interoperable, the content model facilitates understanding the Tendering documents and to participate in the Tendering process.


	Profile Name: BII2-12 – Tendering Simple

	Profile Description: This profile supports a process of submitting a Tender by an Economic Operator to a Contracting Authority. It is intended to support transmission of electronic documents for processing in semi-automated processes by the receiver. The legal requirements that were taken into account are requirements from European legislation, in particular the EU directives. The intended scope for this profile includes Business to Business (B2B) and Business to Government (B2G) relations, with a focus on B2G.

The transactions, specified in this profile are intended to be exchanged between the application systems of Economic Operators and Contracting Authorities. This means that it is expected that the parties have connected their systems to the internet, and that they have middleware in place to enable them to send and receive the transactions in a secure way, using an agreed syntax.

The content model of the transactions can also be used in procurement platforms or portals, so that these platforms as well as procurement systems of Economic Operators and Contracting Authority are based on the same information and process models, which makes them more interoperable. Even if platforms are not technically interoperable, the content model facilitates understanding the Tendering documents and to participate in the Tendering process.


	Profile Name: BII2-xx – Tendering Simple with Catalogue

	Profile Description: This profile supports a process of submitting a Tender by an Economic Operator to a Contracting Authority. It is intended to support transmission of electronic documents for processing in semi-automated processes by the receiver. The legal requirements that were taken into account are requirements from European legislation, in particular the EU directives. The intended scope for this profile includes Business to Business (B2B) and Business to Government (B2G) relations, with a focus on B2G.

The transactions, specified in this profile are intended to be exchanged between the application systems of Economic Operators and Contracting Authorities. This means that it is expected that the parties have connected their systems to the internet, and that they have middleware in place to enable them to send and receive the transactions in a secure way, using an agreed syntax.

The content model of the transactions can also be used in procurement platforms or portals, so that these platforms as well as procurement systems of Economic Operators and Contracting Authority are based on the same information and process models, which makes them more interoperable. Even if platforms are not technically interoperable, the content model facilitates understanding the Tendering documents and to participate in the Tendering process.


	Profile Name: BII2-22 – Call for Tender (out-of-scope)

	Profile Description: This profile supports the dispatch of the Call for Tender to facilitate Economic Operators to submit a Tender electronically. It is intended to support transmission of electronic documents for processing in semi-automated processes by the receiver. The legal requirements that were taken into account are requirements from European legislation, in particular the EU directives, mentioned in section 6 of this profile. The intended scope for this profile includes Business to Business (B2B) and Business to Government (B2G) relations, with a focus on B2G.

The transactions, specified in this profile are intended to be exchanged between the Tendering systems of Economic Operators and Contracting Authorities. This means that it is expected that the parties have connected their systems to the internet, and that they have middleware in place to enable them to send and receive the transactions in a secure way, using an agreed syntax.

The content model of the transactions can also be used in procurement platforms or portals, so that these platforms as well as procurement systems of Economic Operators and Contracting Authority are based on the same information and process models, which makes them more interoperable. Even if platforms are not technically interoperable, the content model facilitates understanding the Tendering documents and to participate in the Tendering process.


	Profile Name: BII2-22 – Call for Tender with Catalogue Template (out-of-scope)

	Profile Description: This profile supports the dispatch of the Call for Tender to facilitate Economic Operators to submit a Tender electronically. It is intended to support transmission of electronic documents for processing in semi-automated processes by the receiver. The legal requirements that were taken into account are requirements from European legislation, in particular the EU directives. The intended scope for this profile includes Business to Business (B2B) and Business to Government (B2G) relations, with a focus on B2G.

The transactions, specified in this profile are intended to be exchanged between the Tendering systems of Economic Operators and Contracting Authorities. This means that it is expected that the parties have connected their systems to the internet, and that they have middleware in place to enable them to send and receive the transactions in a secure way, using an agreed syntax.

The content model of the transactions can also be used in procurement platforms or portals, so that these platforms as well as procurement systems of Economic Operators and Contracting Authority are based on the same information and process models, which makes them more interoperable. Even if platforms are not technically interoperable, the content model facilitates understanding the Tendering documents and to participate in the Tendering process.


4.3.1.2. e-Awarding

	Profile Name: Publication BII2-10 – Tender Notification

Collaboration "ContractAwardNotification BiiColl023" only

	 Profile Description: This profile describes a process where a Customer in the role of a Contracting Authority sends notifications that relate to a Call for Tender, to a Publication body that publishes it.

The profile is intended for communication to the Official Journal of the European Union (OJEU), in case of all for Tenders that are above the threshold requiring publication in the EU area, as well as for communication to national or regional Publication bodies.

The profile supports the notification process specifically and can be used in relation with any Tendering procedure that requires publication, including open procedure, restricted procedure, negotiated procedure and competitive dialogue.

The profile enables the Contracting Authority to submit in structured electronic format, Contract Notices and Contract Award Notices to the relevant Publication body. For each document the relevant Publication body can send a response message that notifies the Contracting Authority whether the content of the message meets criteria for publication, or not.


4.3.2. Data Requirements

Hereafter are listed the data requirements for the exchanged business documents derived from the identified needs.

For phase 1, only the fields assessed key will be implemented; these are composed of all mandatory fields from UBL 2.1 and CEN/BII and some optional fields. Other optional fields will be implemented gradually in later phases.

4.3.2.1. e-Submission

	ID
	Related Need
	Description/ Proposed solution


	Source 

	SUB-IR

0000
	SUB-0115
	The Tender MUST contain the administrative identification of the contract award process. This information should be copied from the Call for Tenders. A unique ID is needed to establish the relation between all the documents in the process, and the awarding procedure by all the actors involved.
	tbr44-001 - CEN/ISSS WS/BII2 BII12 - Tendering Simple



	SUB-IR

0005
	SUB-0120
	The information about the contracting party MUST be included in the Tender document. This information should be copied from the Call for Tenders. The information on the Contracting Authority is needed to identify the buyer.
	tbr44-002 - CEN/ISSS WS/BII2 BII12 - Tendering Simple

	SUB-IR

0010
	SUB-0125
	The Tender MAY include information about the beneficiary, if different from the Contracting Authority. This information should be copied from the Call for Tenders. In some cases, such as central purchasing bodies, the goods or services will not be used by the Contracting Authority, but by a different administrative unit.
	tbr44-003 - CEN/ISSS WS/BII2 BII12 - Tendering Simple

	SUB-IR

0015
	SUB-0150
	The Tender MUST contain the date and time when it was issued. Issue date and time are important data for Tender validity.
	tbr44-004 - CEN/ISSS WS/BII2 BII12 - Tendering Simple



	SUB-IR

0020
	SUB-0085

GEN-0000a 
	The Tender MAY contain a description of the object of the contract. This information should be copied from the Call for Tenders. It may be needed to have the description of the object of the contract in the Tender for errors checking.
	tbr44-005 - CEN/ISSS WS/BII2 BII12 - Tendering Simple



	SUB-IR

0025
	SUB-0235
	The Tender MAY indicate the kind of information contained (technical, economical, or both) as different processing should be applied in each case. Different documents with different kind of information may be submitted by the Tenderer as the evaluation may be by different groups of Tenderers.
	tbr44-006

CEN/ISSS WS/BII2 BII12 - Tendering Simple

	SUB-IR

0030
	SUB-0130

SUB-0130a
	The information about the Tenderer MUST be included in the Tender. The Tenderer must be identified for the Tender to be valid. The information system should be able to hide this information for evaluation purposes based on the anonymity of the Tenderers.
	tbr44-007 - CEN/ISSS WS/BII2 BII12 - Tendering Simple

	SUB-IR

0035
	SUB-0135
	The information about the subcontractors MAY be included in the Tender. Ref. article 25 of the Directive 2004/18/EC. This information is mandatory in case there are subcontractors.
	tbr44-008-CEN/ISSS WS/BII2 BII12 - Tendering Simple

	SUB-IR

0040
	SUB-0255a

SUB-0255b
	The Tender MUST contain the total amount of the Tender and applicable taxes. Ref. article 53 of the Directive 2004/18/EC.
	tbr44-009

CEN/ISSS WS/BII2 BII12 - Tendering Simple

	SUB-IR

0045
	SUB-0255a

SUB-0255b
	The Tender MUST contain the total amount of the Tender and applicable taxes. 
	Ref. article 53 of the Directive 2004/18/EC.



	SUB-IR

0050
	SUB-NF52a

SUB-NF52b

GEN-0000a
	The Tender MAY contain table-structured information about the deliverables offered, with columns including detailed information such as quantities, unitary prices, features, etc. The structure of the Tender should be generated based on the structure of deliverables in the Call for Tenders. Detailed information about the deliverables may be included in a structured way for automatic evaluation of the Tender. This information about the deliverables may be imported from the catalogue of the Tenderer, and included in the catalogue of the buyer. This information can be included in the contract award notice when the contract is awarded, as requested in annex VII A of the Directive 2004/18/EC.
	tbr44-010

CEN/ISSS WS/BII2 BII12 - Tendering Simple

	SUB-IR

0055
	SUB-0255a

SUB-0255b
	The information about a deliverable MAY include unitary prices, and take into account dependency on the location of delivery, or the quantity of items ordered.
	tbr44-011 CEN/ISSS WS/BII2 BII12 - Tendering Simple



	SUB-IR

0060
	SUB-0255a

SUB-0255b
	The information about a deliverable MAY include information about the quantity of items offered, minimum or maximum number of items orderable, or the minimum increment in the number of items orderable.
	tbr44-012 CEN/ISSS WS/BII2 BII12 - Tendering Simple



	SUB-IR

0065
	SUB-0255a

SUB-0255b
	The list of offered deliverables MAY include different levels of aggregation.
	tbr44-013 CEN/ISSS WS/BII2 BII12 - Tendering Simple



	SUB-IR

0070
	SUB-0255a

SUB-0255b
	The information about a deliverable MAY include the total price of the deliverable, obtained as a product of quantities, unitary prices, etc.
	tbr44-014 CEN/ISSS WS/BII2 BII12 - Tendering Simple



	SUB-IR

0075
	SUB-0255a

SUB-0255b
	The content of the offer concerning other awarding criteria different of price MAY be included in the Tender following the criteria defined in the Call for Tenders. This would allow automatic evaluation of Tenders following the awarding terms in the Call for Tenders.
	tbr44-015 CEN/ISSS WS/BII2 BII12 - Tendering Simple;

Ref. article 25 of the Directive 2004/18/EC.



	SUB-IR

0080
	SUB-0140
	The Tender MAY contain the offers for every lot. Article 9 of the Directive mentions the possibility to divide the contract in lots. Different lots may be awarded to different Tenderers in the same award procedure.
	tbr44-016 CEN/ISSS WS/BII2 BII12 - Tendering Simple

NF29

	SUB-IR

0085
	SUB-0145
	If variants are allowed, the Tender MAY contain different variants. Ref. article 24 of the Directive 2004/18/EC.
	tbr44-017

CEN/ISSS WS/BII2 BII12 - Tendering Simple

	SUB-IR

0090
	SUB-0110
	The Tender MAY attach any additional document or external reference. Additional documents about the offered products may be attached to the Tender such as images, non-structured documents, plans, schema, etc.
	tbr44-018

CEN/ISSS WS/BII2 BII12 - Tendering Simple

	SUB-IR

0095
	SUB-0022
	The Tenderer MAY specify the period of the time during which the Tender is valid. Ref. annex VII A of the Directive 2004/18/EC (information that must be included in the contract notices).
	Tbr44-019 CEN/ISSS WS/BII2 BII12 - Tendering Simple

	SUB-IR

0105
	SUB-0250
	The Tender Reception Notification MUST refer to the Tender document that was received
	tbr70-001

CEN/ISSS WS/BII2 BII11 - Qualification

	SUB-IR

0110
	SUB-0250
	The Tender Reception Notification MUST state the date and time the Tender was received
	tbr70-002 

CEN/ISSS WS/BII2 BII11 - Qualification

	SUB-IR

0115
	SUB-0250
	The Tender Reception Notification MUST NOT give an assessment on completeness or validity of the Tender
	tbr70-003 

CEN/ISSS WS/BII2 BII11 - Qualification

	SUB-IR

0120
	SUB-0250
	In case the Tender document was submitted simultaneously with the Qualification documents and/or the pre-award Catalogue document, the Tender Reception Notification MUST notify the reception of those documents as well.
	tbr70-004
CEN/ISSS WS/BII2 BII11 - Qualification


4.3.2.2. e-Qualifications

	ID
	Need
	Description/ Proposed solution


	Source

	QUA-IR010
	QUA-0005
	The Economic Operator MUST be able to include all information necessary for identification: name, party identification, endpoint ID. 
	tbr41-001 CEN/ISSS WS/BII2 BII11 - Qualification

	QUA-IR020
	QUA-0010
	The Economic Operator SHOULD be able to include contact information: postal address, telephone number, fax number, e-mail address, contact person(s). 
	tbr41-002 CEN/ISSS WS/BII2 BII11 – Qualification

	QUA-IR030
	QUA-0080

QUA-0090
	The Economic Operator must be able to define his country of registration. The country of registration is needed to identify relevant evidences and the legal domain of evidence provision.
	tbr41-003 CEN/ISSS WS/BII2 BII11 – Qualification

	QUA-IR040
	QUA-0020
	For each Economic Operator, its role (main contractor, additional contractor, sub-contractor) MUST be included. The Tenderer structure may consist of a single Economic Operator, each maybe having sub-contractors, which in turn may have further sub-contractors and so on. The main contractor or authorised representative takes a specific role and must therefore proof additional criteria that are not relevant for other contractors or sub-contractors.
The Tenderer structure may also consist of several Economic Operators (one main contractor and additional contractors) forming a bidding consortium/joint venture. 
Each Economic Operator/contractor must proof specific criteria defined in the Call for Tender. The structure of bidding consortia must be specified when several companies associate to Tender together. In this case there must be a Tenderer structure to include all the information concerning all the requirements for all the members that form the consortium. It is generally important to distinguish between main contractor, additional contractors and sub-contractors. 
	tbr41-004 CEN/ISSS WS/BII2 BII11 - Qualification

	QUA-IR050
	QUA-0025
	The qualification document MUST contain the link between each sub-contractor and the Economic Operator which sub-contracts him. Sub-contractors have to be assigned to contractors as they may proof certain technical and financial capabilities of a contractor. Sub-contractors do not need to proof all criteria that are relevant for contractors.
	tbr41-005 CEN/ISSS WS/BII2 BII11 - Qualification

	QUA-IR060
	QUA-0030
	The Economic Operator SHOULD be able to name a natural person and to include all the personal information necessary for identifying this natural person (e.g. Identifier, name, nationality, address, place of birth, date of birth).  The natural person takes a specific role in the company in the qualification phase. Natural persons have to proof suitability with certain criteria if they have a particular role in the company (e.g. authorized representative).
	tbr41-006 CEN/ISSS WS/BII2 BII11 - Qualification

	QUA-IR070
	QUA-0030

QUA-0085


	The Economic Operator should be able to describe the role of the natural person within the company. The role clarifies the relevance of the natural person for the Tender (e.g. CEO, technical director) and whether evidence need to be provided. The role is in particular relevant if specific qualification or power of attorney has to be evidenced.
	tbr41-007

CEN/ISSS WS/BII2 BII11 - Qualification

	QUA-IR070
	QUA-0030


	If there is a person having the power of attorney, i.e. legal support to sign contracts for the company, this person MUST to be stated specifically. This requirement is specifically important and relevant for the signature of the qualification document and its verification. 
	tbr41-008 CEN/ISSS WS/BII2 BII11 - Qualification

	QUA-IR070
	QUA-0015
	The Economic Operator must be able to include the country in which the natural person is registered. The country of registration is needed to identify relevant evidences and the legal domain of evidence provision. The country of registration is in particular relevant when it is different to the nationality of the person in order to let Economic Operators and Contracting Authorities identify/verify evidences provided for the natural person.
	tbr41-009 CEN/ISSS WS/BII2 BII11 - Qualification

	QUA-IR100
	QUA-0035
	The Contracting Authority MUST be identified, hence information about the party are required, such as party name, identification, endpoint id.
	tbr41-010 CEN/ISSS WS/BII2 BII11 - Qualification

	QUA-IR110
	QUA-0035
	The qualification document SHOULD contain contact information of the Contracting Authority: Postal address, telephone number, fax number, e-mail address, contact person(s). 
	tbr41-011 CEN/ISSS WS/BII2 BII11 - Qualification

	QUA-IR120
	QUA-0040
	The document MUST contain a reference to the Call for Tender, i.e. URL to the notification platform and the Call for Tender ID, which defines the requirements (i.e. criteria) for which this document is created and submitted by the Economic Operator. It should be possible to maintain this information in order to keep track of the connection between request (Call for Tender) and response (this qualification document).
	tbr41-012 CEN/ISSS WS/BII2 BII11 - Qualification

	QUA-IR130
	QUA-0015
	The qualification document must contain information about the legal domain of the Call for Tender that states under which legislation it is carried out. It is important to know (for systems, humans) to perform the criteria-evidence-mapping. Especially in cross-border procurement it is necessary to know the legal domain under which legislation the contract will be carried out to identify suitable evidences to be provided for the given criteria.
	tbr41-013

CEN/ISSS WS/BII2 BII11 - Qualification

	QUA-IR140
	GEN-0000a
	The Economic Operator MAY be able to reuse as much information from the Call for Tender as possible when elaborating the qualification document. It may be possible to define the criteria information (among other things) in the Call for Tender in a structured way that can be imported into the qualification document. This requirement very much relies on the alignment of Call for Tender and Qualification data models.
	tbr41-014 CEN/ISSS WS/BII2 BII11 - Qualification

	QUA-IR150
	SUB-0140
	The document MAY contain information about the procurement lots defined in a Call for Tender and define for each Economic Operator, which lot he is applying to. If the contract described in the Call for Tender is divided into different lots, the Economic Operator should be possible to state for which specific lot he is applying.
	tbr41-015 CEN/ISSS WS/BII2 BII11 - Qualification

	QUA-IR160
	QUA-0000
	The qualification document MUST contain information for each criterion to describe it more detailed, i.e. providing the legal "semantics". The criteria should be described using information such as: Legal reference (EU level, Contracting Authority national level, Economic Operator national level), type of criterion (e.g. technical capability, financial standing, etc.), criterion group to which it belongs (according to names of Art. 45-50 of 2004/18/EC).
This information is provided by the user, who includes the information from the Call for Tender or it is automatically/directly imported from the Call for Tender (cf. TrRq41-012).
	tbr41-016 CEN/ISSS WS/BII2 BII11 - Qualification

	QUA-IR170
	QUA-0000
	The qualification document MUST contain information about the criteria that are specifically assigned to an Economic Operator as a legal entity. 2004/18/EU Art. 45-50. Criteria that refer to an Economic Operator must clearly relate to the Economic Operator, e.g. by a reference to the corresponding criteria definition within the section where the Economic Operator is defined.
	tbr41-017 CEN/ISSS WS/BII2 BII11 - Qualification

	QUA-IR180
	QUA-0030
	The qualification document MUST contain information about the criteria that are specifically assigned to a natural person (e.g. the authorized representative). 2004/18/EU Art. 45-50. Criteria that refer to natural persons must clearly relate to the natural person, e.g. by a reference to the corresponding criteria definition. Natural persons have to proof suitability with certain criteria if they have a particular role in the company (e.g. authorized representative).
	tbr41-018 CEN/ISSS WS/BII2 BII11 - Qualification

	QUA-IR190
	QUA-0090
	The qualification document MAY contain information about the regulation level of each criterion specifying the legal reference to European regulation, to the regulation of the Economic Operator's nationality/legal domain and to the Contracting Authority's nationality/legal domain. This is the fundamental requirement for cross-border Tendering. This information is used for the criteria-evidence-mapping between different national procurement regulations.
	tbr41-019 CEN/ISSS WS/BII2 BII11 - Qualification

	QUA-IR200
	QUA-0095
	The Economic Operator should be able to supplement and clarify the certificates and documents submitted, when requested in the Call for Tender, i.e. he needs to be able to include any additional documents that are not classified as evidences that prove specific criteria. 2004/18/EU Art. 51
	tbr41-020

CEN/ISSS WS/BII2 BII11 - Qualification

	QUA-IR210
	QUA-0045
	The Economic Operator SHOULD be able to include information about enrolment in an official list of approved Economic Operators indicating the classification in this list for the suitability to do certain works or provide certain services.  Art. 52 2004/18/EU. In case a pre-qualification already certifies that an Economic Operator fulfils a certain criterion, this should be stated in the qualification document by an official certification of enrolment in such a list. In such cases, the Economic Operators do not need to provide and attach evidences.
	tbr41-021 CEN/ISSS WS/BII2 BII11 - Qualification

	QUA-IR220
	QUA-0055
	The Economic Operator MUST be able to attach evidence documents and certificates which prove his compliance to the requested criteria defined in the Call for Tender. These evidence documents or additional information allow the Contracting Authority to evaluate the compliance of the Economic Operator to the criteria of qualitative selection defined in the Call for Tender.
	tbr41-022

CEN/ISSS WS/BII2 BII11 - Qualification

	QUA-IR230
	QUA-0055
	The qualification document must reflect the connection between a criterion and the evidence that has been attached to prove compliance to it and vice versa, i.e. it has to contain cross-references between criteria and evidences. One evidence may prove fulfilment of several legal or specific requirements (i.e. the criteria) established in the Call for Tenders.
	tbr41-023

CEN/ISSS WS/BII2 BII11 - Qualification

	QUA-IR240
	QUA-0000
	The qualification document may contain a reference to the requirements in the Call for Tender for every evidence document contained in the qualification document. All the requirements for Tenderers specified in the Call for Tender should be answered in the qualification documents. Therefore it would be very useful to keep a reference to these requirements in the documents provided by the Tenderer.
	tbr41-024

CEN/ISSS WS/BII2 BII11 - Qualification

	QUA-IR250
	QUA-0055
	The qualification document MAY contain structured information describing the content of included evidence. This is essential for automatic evaluation of criteria and provided evidences. This structured information should reflect information about what the given evidence proves with respect to the requested requirements expressed in the criteria.
	tbr41-025 CEN/ISSS WS/BII2 BII11 - Qualification

	QUA-IR260
	QUA-0060
	The qualification document SHOULD reflect the date and time when de qualification document has been issued.
	tbr41-026 CEN/ISSS WS/BII2 BII11 - Qualification

	QUA-IR270
	QUA-0065
	The qualification document SHOULD allow to include a VersionID to the Qualification Document. The VersionID helps to identify the status of subsystems that have supported the creation of a Qualification Document. It is needed to trace changes that have occurred.
	tbr41-027 CEN/ISSS WS/BII2 BII11 – Qualification

	QUA-IR280
	QUA-0070
	The qualification document may reflect information about the issuing body of the qualification document itself.
	tbr41-028 CEN/ISSS WS/BII2 BII11 – Qualification

	QUA-IR290
	QUA-0070
	The qualification document may reflect information about the issuing body of the evidences or additional documents.
	tbr41-029 CEN/ISSS WS/BII2 BII11 – Qualification

	QUA-IR300
	QUA-0075
	The qualification document shall be capable of being signed and containing the signature information for later verification. All information required to validate the digital signature need to be included, such as signature method, signature certificate, etc.
Remark:
It cannot be assumed that all qualification documents from third parties are electronically signed. Therefore, qualification documents may be included in the message from the Economic Operator to the Contracting Authority as scanned documents. For this reason, they may not be legally binding, in which case, the Contracting Authority may ask for the original versions of these documents when needed.
Please see note 1 in  4.1.2.4 Tender Bundle preparation (Economic Operator side):
	tbr41-030 CEN/ISSS WS/BII2 BII11 – Qualification

	QUA-IR3100
	QUA-0075
	The qualification document shall contain information about the validation / verification of signatures of a (signed) document that has been attached to it. If the qualification document / VCD contains signed documents, it should be possible in these cases to include information about the result of verification of the signatures in case they are already validated during creation time of the qualification document, i.e. the time when a signed document is included into the qualification document.
	tbr41-031 CEN/ISSS WS/BII2 BII11 – Qualification

	QUA-IR320
	QUA-0075
	The qualification document shall contain information about the validation / verification of signatures of a (signed) document that has been attached to it. If the qualification document / VCD contains signed documents, it should be possible in these cases to include information about the result of verification of the signatures in case they are already validated during creation time of the qualification document, i.e. the time when a signed document is included into the qualification document.
	tbr41-032

CEN/ISSS WS/BII2 BII11 – Qualification


5. Technical Architecture

5.1. Information System Architecture
The selected architecture must provide an implementation solution for all the identified needs and must support all the functional and also the non-functional requirements respectively described in sections 4.1.1 and 4.2.
The following diagram gives a high level vision of the system architecture by showing its main components and the dependencies between them. The current architecture description mainly targets the first phase of development (see description in 6.1.3). New modules will be added during the following phases.
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The main components shown in this diagram are:

· Pre-Award Back Office: allows Contracting Authorities to prepare a Call for Tenders, to define users' access rights in the context of that Call for Tenders or to prepare the opening. It also receives the Tenders from the Economic Operators, sent from the pre-Award front-office, via the e-PRIOR platform, to the pre-Award Back Office. It uses a shared authentication module (ECAS at the European Commission Solution);

· e-Access: allows the publication of calls for Tenders to Economic Operators and it provides a link to the pre-Award Front Office allowing electronic submission of Tenders. It also uses a shared authentication module; 

· Pre-Award front-office: allows Economic Operators to submit their Tenders electronically. It allows the time-stamping of the documents and their secured submission to the pre-Award Back Office via the e-PRIOR platform. It also uses a shared authentication module; 

· e-PRIOR platform: allows the reliable and secured transmission of electronic documents between different systems;

· Authorization repository: allows the definition and the storage of users' access rights in the context of different calls for Tenders. It can be shared by the pre-Award Back Office and e-Access (depending if a legacy system is reused). It also uses a shared authentication module; 

· Timestamping: allows the creation of a timestamp on an electronic document allowing to keep track of its creation (and the exact date/time of it) and modification;

· Authenticator: allows the authentication of human users through different systems.

5.2. Architectural Impacts and Constraints 

As discussed in the previous section, the e-PRIOR Pre-Award proposed solution is built around e-PRIOR and is composed of several components. Some of them are the new Back Office and the front-office; some will reuse existing solutions from the European Commission as described in the deployment section, such as the e-PRIOR platform.

This e-PRIOR platform follows its own development path and several new features will be developed in the future
.  Nevertheless, some technical consideration must be taken into account:

· Regarding the documents size:

The use of e-PRIOR leads to some technical constraints on the documents size: currently no document can have more than 100 Mbytes and we cannot transmit more than 500 linked documents (bundle of documents). 
Regarding the support of some security requirements:

Some requirement related to the security (confidentiality, non-repudiation and integrity) of the data exchange must be implemented via a "fat client" solution available from the pre-award Front Office and running on the Economic Operator user's machine. It must run on a large majority of machines (independently of the operating system). Few open source solutions exist to implement that, so Java Applets are foreseen to achieve the implementation of that component.

As a direct consequence, the availability of a Java Virtual Machine (JVM) on the user's machine in order to run the application locally is required. The installation of this JVM can be automated and most of the machines have already one installed. Nevertheless this solution can lead to difficulties of installation on the user's machine so the Front Office will provide a small application that automatically tests the machine capabilities. If some technical requirements are not met, a fall-back solution will be used (see section 4.1.2.3).

For Phase 1, the "fat client" solution will be made available to work in an "on-line" mode (e.g. Java Applets), however it can in principle be deployed as a downloadable local application able to run "off-line" (meaning without Internet connection). In a first phase, only the submission of the electronic documents and their timestamping require online access to the pre-Award Front Office and the timestamping server respectively.

· Regarding the high availability of features:

The solution should support clustering meaning that the software components should be deployable on a clustered infrastructure. e-PRIOR platform will support that technology in its next versions (scheduled in 2013), but the Pre-Awarding Front Office should also be cluster ready. The open source version of the software, cluster ready, will be provided on JoinUp at the end of the second phase of development.

· Regarding the integration with PEPPOL/CIPA e-Delivery solution

In the e-PRIOR architecture, four elements must be known to allow the delivery of a message:

· Sender info: User and Party

· Receiver info: User and Party

The figure below shows a specific context where the Contracting Authority is one of the European Institutions.
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In the case of open procedure, then the four elements will be filled as follows:

	
	User
	Party

	Sender
	Front Office
	Front Office ID

	Receiver
	Back Office
	Contracting Authority


In case of adoption of the interoperable model, the Economic Operator might choose to submit the Tender Bundle via a Portal of a service Provider connected via the PEPPOL infrastructure. In this case then the four elements will be filled as follows: 
	
	User
	Party

	Sender
	PEPPOL
	PEPPOL node

	Receiver
	Back Office
	Contracting Authority


For the restricted procedure, the sender party is known and it should be reflected inside the XML Payload or specific e-PRIOR channels related to each sender should be created.

In the case of Restricted Procedure, then the four elements will be filled as follows:

	
	User
	Party

	Sender
	Front Office
	Candidate

	Receiver
	Back Office
	Contracting Authority


In case of adoption of the interoperable model, the 4 elements will be filled as follows:

	
	User
	Party

	Sender
	PEPPOL
	Candidate

	Receiver
	Back Office
	Contracting Authority


Finally, regarding the requirement related to the timestamping requests also some implementation.

According to the RFC 3161 standard, a trusted timestamp is a timestamp issued by a Trusted Third Party (TTP) acting as a Timestamping Authority (TSA). It is used to prove the existence of certain data before a certain point without the possibility that the owner can backdate the timestamps. Multiple TSAs can be used to increase reliability and reduce vulnerability.

We will need to further investigate the integration of Trusted Timestamping in the solution.

5.3. Security

5.3.1. Introduction

Integrity, confidentiality, authenticity and non-repudiation are major main business requirements driving the proposed solution. Furthermore, the security provisions of an e-Procurement system should guarantee the authenticity of its users, commonly referred to as “user authentication”.

For this reason, a specific section summarizing how the proposed solution will support them is provided. 

5.3.2. Security Overview

The e-Submission solution will consist of several components that cover different zones of trust. The core system will be deployed within the secure zone of the Contracting Authority but will need communication channels to the outside world, in order to be able to interact with different Economic Operators in the pre-Award process. 

The main goal is to deliver a secure and simple way of processing Tenders and the chosen solution should be easily transferable to an open source version.

Besides technical security measures, there will also be a focus on other aspects that have a positive impact on security. These other aspects comprise procedures and logging. The use of adequate business procedures can guarantee a high level of security without having technical measures that are too strict to be workable in a day to day environment. An appropriate level of logging and audit trails will provide involved parties a timely indication of possible issues and a starting point for debugging or investigations.

Finally, in addition to operational needs for security, care will also be taken to extend security measures from the system to the archiving of Tenders and associated data. Legal constraints impose extra requirements to guarantee that archived Tenders remain unmodified and readable throughout their storage period which lasts more than ten years.

The primary focus lies on technical security measures. In IT architecture there are various levels at which security measures can be applied. These layers include the Transport Layer, the Message Layer and the Application Layer.
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The Application Layer provides user interfaces for a secured transfer of electronic documents. 

The Message Layer is responsible for data formatting, converting from one format to another, data encryption and decryption, timestamping and signature. 
The Transport Layer is responsible for reliable end-to-end data transport and delivery of data, setting up/ maintaining connections for the network layer. It is also responsible for error detection and correction (dropped or duplicate packets). 

	Layer 

	Solution Type



	Application  Layer
	Strong authentication of users (ECAS), proportional to their level of access rights (IAM); 

The bundle will be encrypted as it is submitted to the system;
The bundle will be packed  into one or more envelopes;
To ensure integrity of the Tender Bundle, a hash will be part of the encrypted bundle.

The system will produce an evidence of preparation in order to visualise what the bundle contains and which embeds the hash;
Concerning the non-repudiation of receiving, the application will generate a signed proof of reception containing the exact date and time of reception (timestamping);
The system will prevent spamming of the submitted data.

	Message Layer
	System authentication;
Message transmission authorization;
Message validation;
Message routing;
Support point-to-point non-repudiation and data integrity (hash and optional use of signatures), logging and monitoring of the transmitted data, alert.

	Transport Layer
	At the transport level we foresee to be using HTTPS.

	Procedures
	Prepare the Opening Session  - Define  users of the system and their role (define Opening Committee, define Evaluation Committee);
Generation of the encryption key (public + private) for a specific Call for Tender and the distribution of the public/private encryption key to the right recipients;
Access to the archive/private keys as from the opening date/time;
Enforces segregation of duties in the IT environments;
Enforces respect of confidentiality by the administrators of the technical environment (signed declarations);
Procedures that guarantee that the members of the Opening and Evaluation Committees do not have conflicts of interest.

	Audit Control and Logging
	An auditable trail of authorisation will be implemented for each access to the restricted resources;
In order to detect infringement of access, logging of actions will be performed; 
The system will archive sensitive data and logs and store them in a secure place and restrict the access to the archive to unauthorized persons.


5.3.3. Identity and Access Management

The need of two Identity and Access Management (IAM) modules has been identified. 

The first one is an internal module which will be used by the Back Office application to manage the users' roles:
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In principle, the roles will be shared among applications; we have identified the need for some roles, for example: Procurement Officer, Editor, Evaluation board member, Board member, Opening board member, Reader. The roles noted here are not definitive. Further investigation will be required in order to better define the role. Please see the system use cases for details on the possible actions attached to each of these roles. In phase 1 the external IAM module will not be used.

5.4. Deployment Overview

5.4.1. European Commission deployment

The following diagram describes how the pre-Award application will be deployed at the European Commission. The solution, to be hosted at the Commission Data Centre must use Oracle Weblogic and Oracle Database products. 

Moreover some legacy Back Offices must be interfaced with the application. These existing applications are represented in blue while the red parts are purely implemented by the pre-Award project.

A modular design must provide the possibility to plug in legacy systems implementing features of some components identified in section 5.44.
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The pre-Award Back Office and Front Office applications will be hosted on two separated servers.

A timestamping server could also be required. This will be analysed during the Elaboration phase. 
The e-PRIOR platform is hosted on two servers: one using Oracle Service Bus on Weblogic server to expose the web services and another one hosted on an Oracle Weblogic server.

The e-PRIOR platform and its infrastructure will be also updated during the next phases to support high availability, failover, reliability, etc. These features' implementation is already planned in the future e-PRIOR development phases
.

5.4.2. Open Source Deployment

The following deployment diagram provides one potential implementation of the open source version of the pre-Award project. It is based on three JBoss servers, an open source Java Enterprise compliant server, and MySQL, an open source SQL database.
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All the modules are provided in that open source solution allowing it to be self-contained.

Specific requirements like high availability and reliability must be tackled during the deployment on a given infrastructure (e.g. Clustering set up).
6. Planning
6.1. Assumptions and Dependencies

6.1.1. Assumptions

The feasibility of the proposed solution and the project plan is based on the following assumptions:

6.1.1.1. Access to a unique identification module

The e-Submission module for Economic Operators will lean upon the external ECAS self-registration and identification facilities. The underlying assumption is that e-Access Front Office also leans upon the same tool. The advantage for the Economic Operator is that he will have to self-register only once for multiple modules.

6.1.1.2. Adoption of a unique authorization module

The adoption of a unique authorisation module, such as an IAM, would help avoid redundancy of authorization modules and management. 

6.1.1.3. Applicability of a "Two Step" submission
The possibility to adopt a "Two Step" submission as described in section 5.1 Information System Architecture is conditioned on the following factors:

· Opening date is greater than submission date; and 

· The time lapse between the submission date and the opening date must allow sufficient time for the sender to send the Tender bundle in a CD via ground mail (for more information refer to 6.1.1.3 Applicability of "Two Step" submission).
6.1.1.4. Agreement of stakeholders 

The planning and costs given in the following sections are conditional on the availability of budget, the technical environment (see also section 6.2 Risks and Mitigation), and the agreement of the stakeholders on the proposed approach.
6.1.1.5. Availability of resources

The required funds should be made available and the external experts selected and on-boarded in due time.

6.1.2. Dependencies

The following dependencies were identified, which could potentially have an impact on the proposed solution or project planning. The high-level macro plan in section 6.1.3 Timing shows how the various dependencies are associated to the project phases. Please note that not all dependencies affect the open source version of the solution.
6.1.2.1. Dependency on TED / TED e-Tendering 
For phase 1, TED e-Tendering has to implement the interfaces and services described in the section 4.1.5 System Interfaces. Refer to the column “Invoked by”. 
Important:
The e-Access module should be the starting point for launching the e-Submission module. TED e-Tendering should provide seamless integration to Front Office e-Submission module. 
For later phases:

· Synchronisation is needed for the support in the Publications Office solution of additional procedures (EOI, Negotiated Procedures etc.).

Due to these dependencies, the overall coordination with the Publications Office is a key point in respect to the integration with the TED e-Tendering solution.

6.1.2.2. Dependency on other related projects 

· Progress made on the generic e-TrustEx platform, on which e-PRIOR is based (availability of functions like encryption and support of e-Signature);

· Possibility of re-use of TCM Evaluation module for an advanced solution supporting automated evaluation;

· Availability of results of the projects about Procurement Indicators (DG MARKT) [14];

· Availability of results of the Golden Book of e-Procurement project (DG MARKT) [14];

· Availability of results of the Expert Group (DG MARKT);

· Possibility of re-use of PEPPOL tool for Pre-Award Catalogue;

· Maturity of VCD solution and / or other national solutions (e.g. e-Passport);

· Availability of Pilots for cross-sector re-use;

· Availability of support of large files exchanged via CIPA e-Delivery;

· Availability of Pilots for cross-sector re-use.

6.1.2.3. Dependency on release of UBL 2.1 

In order to implement CEN/BII profiles, the project is dependent on the release of UBL 2.1. 

6.1.3. Timing
This section gives an overview of the high-level project planning to be rolled-out as from the completion of this feasibility study on Pre-Award e-Procurement. The planning is phased based on important project milestones and objectives and they provide for checkpoints for review and releases. The planning also takes into account:

· External time constraints, such as the deadline suggested in the proposal for the new public procurement Directive [1] and the communication on the strategy for e-Procurement [9], which would oblige Member States to ensure that all procurement procedures are performed using electronic means of communication by June 2016. Furthermore, in the European Commission's effort to lead by example, full e-Procurement must be implemented at European Union Institutions at least a year before (i.e. mid 2015).

· External technical dependencies on related or potentially re-used technologies e.g. the TED e-Tendering solution of the Publications Office supporting different types of Tender procedures or the maturity level of e-Attestation solutions, such as the VCD. Refer to section 6.1.2 Dependencies for further elaboration.
The proposed plan has been developed using an approach that foresees a progressive incremental coverage across different dimensions (see section in 3.2 Approach Rationale) and takes into account external dependencies.
Intermediate releases might be deemed necessary within a phase in order to make additional features or improvements of existing features available to the user or open source community.

A summary of the key points foreseen for phase 1 is given in the annex, refer to 7.1 Phase 1 Description.
	Phase
	Start
	End
	Duration


	Activities
	Dependencies

	Phase 0
	
	June 2012
	
	Global Inception 

· This Feasibility Study

Inception of Development Cycle 1

· This Feasibility Study
	

	Phase 1
	June 2012
	Dec 2012
	7 months
	Elaboration / Construction (Development Cycle 1)

Topics

CEN BII Profiles

· e-Qualification (open procedure)

· Submission (open procedures, self-contained solution, interfaces via which the satellite modules will call e-PRIOR, interfaces with OP eTendering systems)

· “basic” satellite modules required for pilot at the Commission (e.g. “procedure preparation” complementary to e-Access)

· CEN/BII2-11 – Qualification

· CEN/BII2-12 – Tendering Simple

Inception (Development Cycle 2)

Topics

CEN BII Profiles

· Identification of satellite modules required for pilot at the Commission (e.g. “procedure preparation” complementary to e-Access)

· e-Qualification (support CEN/BII2 profile 11 for Negotiated, Restricted and EOI procedures)

· e-Submission for EOI

· TCM assessment for possible re-use ("procedure preparation", evaluation)  and comparison with other EC solutions

· CEN/BII2-11 – Qualification

· CEN/BII2-12 – Tendering Simple


	· Progress made on the generic e-TrustEx platform on which e-PRIOR is based (e.g. availability of functions like encryption and support of e-Signature) 

· Coordination with Publication Office for integration with eTendering solution.

	Phase 2
	Jan 2013
	June 2013
	6 months
	Elaboration / Construction (Development Cycle 2)

Topics

CEN BII Profiles

· Open Source version

· e-Submission enhancement (enhanced opening session support, filing, EOI support, alignment to conclusions of Expert Group and Golden Book , eSignature)

· e-Submission add-ons: development of  “basic” satellite modules for self-contained solution 

· e-Qualification (support CEN/BII2 profile 11 for Negotiated, Restricted and EOI procedures)

· CEN/BII2-11 – Qualification

· CEN/BII2-12 – Tendering Simple

Inception (Development Cycle 3)

Topics

CEN BII Profiles

· Identify opportunities for Cross sector re-usability of e-Submission

· Analysis of MARKT's Indicators study

· e-Submission (Extension to Negotiated and Restricted procedures)

· e-Qualification (Company Data management)

· e-Awarding (revision of Feasibility Study further to Expert Group input–delivered in Jan/Feb)

· e-Evaluation (basic Evaluation results GUI)

· CEN/BII2-11 – Qualification

· CEN/BII2-12 – Tendering Simple

· CEN/BII2-10 – Tender Notification

Piloting

· POC with DIGIT and possibly with selected DGs using e-Tendering

· Contribution to standards improvements further to lessons learnt / feedback from POC / Pilot
	Support in Publication Office solution of EOI procedures

Availability of results of the projects about Indicators (DG MARKT)

Availability of results of the Golden Book project (DG MARKT)

Availability of results of the Expert Group (DG MARKT)

.

	Phase 3
	July 2013
	Dec 2013
	6 months
	Elaboration / Construction (Development Cycle 3)

Topics

CEN BII Profiles

· e-Submission (Extension to Negotiated and Restricted procedures)

· e-Qualification (Company Data)

· e-Awarding (generation of CAN, TED interface) 

· e-Awarding add-ons: development of  “basic” satellite modules for self-contained solution to cover also e-Award (e.g.: basic Evaluation results GUI)

· e-Submission Cross- sector generic development

· CEN/BII2-11 – Qualification

· CEN/BII2-12 – Tendering Simple

· CEN/BII2-10 – Tender Notification

Inception (Development Cycle 4)

Topics

CEN BII Profiles

· e-Qualification (analysis and assessment in view of integration with e-Attestation solutions such as VCD and/or federated national solutions)

· Identify opportunities for Cross sector re-usability of e-Attestation

· e-Evaluation (“minimal” functionalities,  more advanced functions for Evaluation depending  on possible re-use of TCM)

· Procedure preparation (depending on possible re-use of TCM)

· e-Catalogue (analysis and assessment of PEPPOL tool, Back Office evaluation module)

· e-Awarding (integration e-Signature for Contracts)

· CEN/BII2-11 – Qualification

· CEN/BII2-12 – Tendering Simple

· CEN/BII2-10 – Tender Notification

· CEN/BII2-xx – Tendering Simple with Catalogue
Piloting

· Pilot e-Submission and e-Qualifications with DIGIT and possibly with some selected DGs

· Contribution to standards improvements further to lessons learnt / feedback from POC / Pilot


	Support in Publication Office solution of additional Tender procedures.

	Phase 4
	January 2014
	July 2014/ August 2014 
	7-8 months
	Elaboration / Construction (Development Cycle 4)

Topics

CEN BII Profiles

· e-Evaluation (“minimal” functionalities,  more advanced functions for Evaluation depending  on possible re-use of TCM)

· Procedure Preparation (more advanced functions depending  on possible re-use of TCM)

· e-Catalogue (BO evaluation module and integration PEPPOL to client app)

· e-Qualification (integration with solutions e-Attestation solutions such as VCD and/or and / or federated national solutions)

· e-Attestation cross-sector generic solution

· e-Awarding (contract signature - reuse e-Signature) 

· CEN/BII2-11 – Qualification

· CEN/BII2-12 – Tendering Simple

· CEN/BII2-10 – Tender Notification

· CEN/BII2-xx – Tendering Simple with Catalogue

Inception (Development Cycle 5)

Topics

CEN BII Profiles

· e-Auction

· Dynamic Purchasing System

· CEN/BII2-11 – Qualification

· CEN/BII2-12 – Tendering Simple

· CEN/BII2-10 – Tender Notification

· CEN/BII2-xx – Tendering Simple with Catalogue

Piloting

· Roll-out of e-Submission towards other DGs

· Pilot with e-Awarding with at least DIGIT

· Start POC with Agencies in sector different than Procurement solution for e-Submission 

· Contribution to standards improvements further to lessons learnt / feedback from POC / Pilot
	· Possibility of re-use of TCM Evaluation module for an advanced solution supporting automated evaluation.

· Possibility of re-use of PEPPOL tool for Pre-Award Catalogue.

· Maturity of VCD solution and / or other national solutions (eg: e-Passport)

· Availability of Pilots for cross-sector re-use

	Phase 5
	September 2014
	December 2015
	16 Months
	Elaboration / Construction (Development Cycle 5)

Topics

CEN BII Profiles

· e-Submission for Interoperability model 

· e-Awarding for Interoperability model 

· Dynamic Purchasing System 

· e-Auction 

· CEN/BII2-11 – Qualification

· CEN/BII2-12 – Tendering Simple

· CEN/BII2-10 – Tender Notification

· CEN/BII2-xx – Tendering Simple with Catalogue

Piloting

· Roll-out of e-Awarding towards additional DGs

· Pilot of e-Evaluation, e-Catalogue, e-Attestation with DIGIT and possibly with some selected DGs

· Start POC of e-Attestation in a sector different than Procurement

· Contribution to standards improvements further to lessons learnt / feedback from POC / Pilot


	· Availability of support of large files exchange via CIPA e-Delivery

· Availability of Pilots for cross-sector re-use




6.1.4.  Costs and Resources

	Phase
	Profiles for Activities
	Costs 

	Phase 1
	Horizontal Activities

· Project Manager (internal resource) – Full time in the period

Elaboration / Construction (Development Cycle 1)

· Architect (external consultant)

· Business Analyst (external consultant)

· Analyst (external consultant)

· Technical Project Manager (external consultant)

· Developer (external consultant)

· Test Designer (external consultant)

· Tester (external consultant)

Inception (Development Cycle 2)

· Business Analyst (external consultant)

· Business Analyst (internal resources) – 40% of availability in the period

· Analyst (external consultant)

Global Inception (Update)

· Analyst (external consultant)

· Business Analyst (external consultant)


	450 K Euro

	Phase 2
	Horizontal Activities

· Project Manager (internal resource) – Full time in the period

Elaboration / Construction (Development Cycle 2)

· Architect (external consultant)

· Business Analyst (external consultant)

· Analyst (external consultant)

· Technical Project Manager (external consultant)

· Developer (external consultant)

· Test Designer (external consultant)

· Tester (external consultant)

Inception (Development Cycle 3)

· Business Analyst (external consultant)

· Business Analyst (internal resources) – 40% of availability in the period

· Analyst (external consultant)

Piloting

· Service Manager (external consultant)

· Service Manager (internal resource) – 10% of availability in the period
	650 K Euro

	Phase 3
	Horizontal Activities

· Project Manager (internal resource)

Elaboration / Construction (Development Cycle 3)

· Architect (external consultant)

· Business Analyst (external consultant)

· Analyst (external consultant)

· Technical Project Manager (external consultant)

· Developer (external consultant)

· Test Designer (external consultant)

· Tester (external consultant)

Inception (Development Cycle 4)

· Business Analyst (external consultant)

· Business Analyst (internal resources) – 40% of availability in the period

· Analyst (external consultant)

Piloting

· Service Manager (external consultant)

· Service Manager (internal resource) – 10% of availability in the period
	650 K Euro

	Phase 4
	Horizontal Activities

· Project Manager (internal resource)

Elaboration / Construction (Development Cycle 4)

· Architect (external consultant)

· Business Analyst (external consultant)

· Analyst (external consultant)

· Technical Project Manager (external consultant)

· Developer (external consultant)

· Test Designer (external consultant)

· Tester (external consultant)

Inception (Development Cycle 5)

· Business Analyst (external consultant)

· Business Analyst (internal resources) – 40% of availability in the period

· Analyst (external consultant)

Piloting

· Service Manager (external consultant)

· Service Manager (internal resource) – 10% of availability in the period
	850 K Euro [TBC]
The cost above reflect 2012 price situation



	Phase 5
	Horizontal Activities

· Project Manager (internal resource)

Elaboration / Construction (Development Cycle 5)

· Architect (external consultant)

· Business Analyst (external consultant)

· Analyst (external consultant)

· Technical Project Manager (external consultant)

· Developer (external consultant)

· Test Designer (external consultant)

· Tester (external consultant)

Piloting

· Service Manager (external consultant)

· Service Manager (internal resource) – 10% of availability in the period 
	1600 K Euro [TO BE REVIEWED]
The cost above reflect 2012 price situation




6.2. Risks and Mitigation

The following risks were identified during the vision and feasibility study. Focus is mainly on Phase 1

	ID 
	Description 
	Impact 
	Probability 
	Severity 
	Response 
	Status 

	R02 
	The architecture will be designed based on analysis of open procedure
	· Rework when tackling other procedures
	Medium 
	Low 
	· Refinement of existing use cases still possible in elaboration

· Corrective actions can be tackled in further phases
	Close? 

	R03 
	Not alignment with Expert Group work and "Golden Book" activity 
	· Rework

· Not endorsed by DG MARKT of our solution
	Low 
	High 
	· Keep synchronisation with DG MARKT activities and try to inject in the study intermediate conclusions

· In Phase 2 reflect Expert Group work and "Golden Book" activity conclusions
	Closed? 

	R04 
	Provision of a "self-contained" solution might require additional work in the study and consume for development more resources than expected 
	· Delay in starting the development of e-Submission (additional UCs)

· Not respect of the Work Plan
	Medium 
	Medium/High 
	·  Keep simple the features offered for modules not strictly related to exchange aspects

· Address additional functionality in later phases after Commission pilot if time constraints imply so.
	Open 

	R05 
	Validation of the study by candidate Pilot DG's might take time 
	· Rework and review work plan 

· Adoption risks
	Medium 
	Medium 
	· Foresee interactions after the formal delivery of the study et update if needed
	Open 

	R05 
	Implementation will be based on UBL 2.1 but this release it is not definitive 
	Rework due to instability of specs 
	Medium 
	Medium 
	· Careful tracking of changes in UBL xsd
	Open 

	R07 
	Decision to base our implementation on UBL might not be "politically correct" (not equidistance between UBL and UN/CEFACT) 
	Standardization governance bodies might criticize our choice 
	Low 
	Medium 
	· Provide justification based on interaction with CEN BII technical experts

· Clarify that we are CEN BII 2.0 compliant and respect CCTS 3.0 standards
	Closed 

	R08 
	Analys of MS solutions might not have been exhaustive have been analysed 
	Our analysis might not benefit of experience of other projects


	High 
	Medium / High 
	· Synchronisation with Golden Book activity (some of the external consultants work on both projects) 

· Update the study once Golden Book conclusions are available

· French and Germany solution are OpenSource, we could analyse their code before developing
	Open 

	R11 
	Unsolved dependencies on DIGIT B1 development for "local" encryption 
	 Delays in development of "local" solution
	Medium 
	Medium/High 
	· Phase 1: partial support  of 2 step approach (hash submission + send CD) to mitigate "local" (no dependency with B1)

· reconsider "central" in Phase 2

· Consider possibility to develop directly "encryption" if B1 does not deliver it
	Open 

	R12 
	Unsolved dependencies on eTrustEx development for  for eSignature 
	Non availability of eSignature in first release
	High 
	Low 
	·  Support of "blue ink", eSignature will be probably moved to Phase 2
	Closed 

	R13 
	We might not have resources and time to support 2 submission models (central and local) 
	·  Incomplete solution

· Delays in WorkPlan
	Medium 
	High 
	·  For Phase 1 just provide "local" approach + mitigation (partial support of 2 step solution + send CD via ground mail)


	Closed 

	R14 
	Unsolved dependency on OP for data and services 
	· Incomplete solution

· Pilot in Commission to be delayed

· Delays in WorkPlan
	Low 
	High 
	· Describe high level dependencies in the study, data + interfaces 

· Detailed data / interfaces dependencies to be detailed before meeting of 15/06 with OP and workshop with their extenal experts 
	Open 

	R20
	Publications Office system not yet adopting the unique ECAS
	· No Single Sign On available
	Low
	Medium
	· Risk accepted, no big problem for Phase 1 pilot
	Closed


7. Annex

7.1. Phase 1 Description

Objectives

· Development of a first e-Submission module covering the open procedure without interoperable model, focus on the use of electronic means for transmission of Tenders in a secure way rather than electronic Tender processing. The Tender will be printed in the Tender opening session for further evaluation.

· Functional and technical assessment of TCM for re-use / extension / adaptation in view of providing an Open Source solution.
· First iteration of Transition Phase to make available the developed solution in a test environment in view of assessment in the EC environment.
Steps

· (to be completed by mid-June 2012) Inception of e-Submission (Feasibility study initial version) 

· (May – June 2012) Assessment of TCM system of FRA for potential re-use

· (June – December 2012) : Elaboration and Construction of initial version of e-Submission (e-Submission  1.0)

· (December 2012): e-Submission  1.0 – transition into test environment

Principles of e-Submission v1.0

· Business Documents:

· Tender form and Qualification form completed locally and submitted as part of  a “Tender Bundle”.

· Other documents included in the submitted Tender Bundle:

· e-Catalogue included as an annex (not necessarily in a structured format)

· Attestations: included as annexes of the Qualification message. 
Please note that:  

1. The new directive promotes the use of self-declarations. Once produced they are either electronically or "blue ink" signed by the Economic Operator and sent as part of the Tender Bundle. Attestations can be requested only in the Awarding phase.

2. When a self-declaration is not yet allowed the paper "attestations" provided by third parties can be sent as electronic scanned documents included in the Tender Bundle prepared by the Economic Operator. The paper version may follow by the post and be available in the awarding process. 

3. In case a Third Party provides an attestation electronically signed (qualified signature to an Economic Operator) then it can be sent as part of the Tender Bundle.

· Key solution elements:
· Integration with TED e-Tendering (case of EU institutions context)

· Tender and Qualification produced locally  and then submitted to e-Submission Front Office (minimal Qualification data, use of annexes for qualification data)

· Implementation of the e-Submission Front Office (for Economic Operators) and e-Submission Back Office (for Contracting Authorities)

· CEN/BII profiles for Tendering (Tender Simple) and Qualification

· Use of UBL 2.1 syntax for messages

· Data aspects: (minimal) subset of structured data in exchanged CEN BII messages / UBL docs, use of annexes when possible as unstructured data.

· End-to-end encryption (encryption of  the elements of the “Tender Bundle”)

· Possible (not mandatory)  use of e-Signature (Signing the documents within the Tender Bundle) [low priority feature, not essential, decision on inclusion of eSignature to be decided depending on progress of e-TrustEx Phase 2]

· Signed Tender Bundle Preparation Report (for non-repudiation – Economic Operator)

· Tender Receipt (for non-repudiation – Contracting Authority)

· Fall back solution using partial 2 step submission (submit "hash" + send CD via ground mail). 

Assumption: opening date > submission date and “compatible” with send CD via ground mail.

· Guarantee of integrity  (use of “hash” method)

· Timestamping of the Tender Bundle

· Transmission and reception of Tender Bundles re-using eTrustEx mechanisms ("bundles")

· Decryption of the received Tender Bundle(s) during the Opening Session, after giving access to the decryption key to the opening officers

· Blue ink signature of a Tender Bundle Preparation Report, which can be printed and signed 

· If eSignature applied then Validation of the electronic signature of the Tender Bundle(s) during the Opening Session [low priority features for Phase 1, Blue ink solution only might be developed for Phase 1]

· manually and sent to the Contracting Authority, as alternative of the electronic signature

· Authorization management for the opening session, and providing access to the decryption key(s)

· Logging of any activity on Tenders (sending, receipt, opening)

· Received Tenders once opened are printed and managed as received via non electronic means (focus on use of electronic means for transmission of Tenders)

7.2. Stakeholder Interview Questions
1. Organisation Structure (about 15 minutes)

1.1. Which type of procedures does your DG make use of? How many of them does your organisation manage each year?

1.2. How is your Organisation organised regarding the management of these procedures and how many persons are involved in the management of those procedures?

a. By nature (services, goods, etc.);
b. By procedure type (open, restricted, negotiated, etc.);
c. Other categorisation (by amount, etc.).
2. Business Processes and Variances (about 45 minutes)

2.1. What are the critical business functions in the management of procedure within the perspective of : 

a. Economic Operator interaction (e.g. tender submission, guarantee request, etc.);
b. Internal DG processes (e.g. call preparation, joint-procurement management, evaluation, etc.);

c. Resource Management (e.g. DG HR, IT, document management, security).
2.2. Do you apply the guidelines of the Procurement Vade-Mecum as such or do you have any variances?

2.3. Regarding question 2.2, which are the main types of (in)variances (e.g. processes, systems, etc.)?

2.4. Relationships with the grant management: Does your organisation share processes between pre-awarding and grant management? If so, which processes?

3. Risk and Improvement Opportunities (about 30 minutes)

3.1. Which are the existing issues today and risks for the future?

3.2. Which could be the priorities for implementation?

3.3. Which could be suggestions for improvement and harmonisation?

a. Within your Directorate;
b. Within your DG.
4. Use of tools  (about 15 minutes)

4.1. Do you/would you use the OP e-Tendering tool?

4.2. Do you use other tools (for preparation, publication, assessment, etc.)?
4.3. Are you ready to use new tools or would you prefer integrating your existing tools with our solution?

5. Involvement in the pilot project (about 5 minutes)

5.1. Would you like to be part of a pilot project?

7.3. Tentative Use Case Modules for Later Phases

This tentative list of Use Cases for later phases is subject to change in future updated versions of this feasibility study.
7.3.1.1. Contracting Authority System: Pre-Award Back Office System

7.3.1.1.1. Identity and Access Management System (IAM) Back Office
The use case list might be further refined in future updated versions of the Feasibility Study.
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	Use Case
	Description – This use case/function allows …
	Supported Features
	Phase

	
	Manage User
	The authorized users to grant/revoke/modify access rights to other users.
	FF-0260

FF-0475
	After phase 1


7.3.1.1.2. Prepare Back Office
The use case list might be further refined in future updated versions of the Feasibility Study.

	
	Use Case
	Description – This use case/function allows …
	Supported Features
	Phase

	
	Define Committee

	The Editor to define a Committee by sending invitation to participate to the Committee to the potential members, collecting declaration of absence of conflict of interest from the potential members, preparing and sending the Draft appointment of Committee to the Procurement Officer.

This mechanism is to be used for Evaluation Committee and Opening Committee. When defining a Committee, the System also allows to grant / revoke authorization on the Committee Members calling the IAM System User Authorization Service
	FF-0240

FF-0270

FF-0280
	After phase 1

	
	Accept Committee Appointment


	The Committee Member to accept or reject the invitation to participate in the Committee and provide the Declaration of absence of conflict of interest.


	FF-0240

FF-0270

FF-0280
	After phase 1

	
	Validate Committee

	The Procurement Officer to accept or reject the composition of the proposed board based on the Draft appointment of committee. Based on the acceptation, he grants authorization to the appointed members.
	FF-0240

FF-0270

FF-0280
	After phase 1


7.3.1.1.3. e-Access Back Office
The use case list might be further refined in future updated versions of the Feasibility Study.

	
	Use Case
	Description – This use case/function allows …
	Supported Features
	Phase

	
	Register Procedure


	The Procurement Officer to register the procedure in e-Access Back Office by entering Call for Tender master data and adding all Call for Tender specifications. By calling the e-Submission BO, the e-Access module will gather the Tender templates and encryption key(s) to be made accessible to the Economic Operators. Doing so the e-Submission Back Office will in back-ground be ready to receive Tenders for the given Call for Tender (see UC BO04). Registering a procedure means that the Procurement Officer should introduce all the data (including the Encryption Key) required to manage the Contracting Authority actions for e-Submission. These data are contained in the previously exchanged documents of the e-Tendering process (contract notice, Call for Tender, etc.)

The data can be imported from another system to avoid any “human mistakes”.
	FF-0255

FF-0285

FF-0330


	After phase 1

	
	Search Procedure
	The Contracting Authority Staff to look for a Procedure and see the Master Data.
	TED e-Tendering feature
	After phase 1


7.3.1.1.4. e-Submission Back Office
The use case list might be further refined in future updated versions of the Feasibility Study. 

	
	Use Case
	Description – This use case/function allows …
	Supported Features
	Phase

	
	Accept Tender Bundle
	The Opening Committee Member to accept or reject the Tender Bundle by entering the information in a checklist (and in case of Rejection, explain the reasons for rejections), following a list of items to be checked (checklist).

The acceptance or rejection is logged.
	
	After phase 1

	
	Generate Opening Report
	The Editor to create the Opening Report by listing the attendees, gathering the Opening Checklist of all Opening Committee Members and Draft Reasons for Rejection.

Note: this use case can be implemented in ARES.
	
	After phase 1

	
	Approve Opening Report
	The Opening Committee Member to approve or reject (and explaining why) the Record of Opening of the Tenders (Opening Report).

Note: this use case can be implemented in ARES.
	
	After phase 1

	
	File Opening Report
	The Actor to file the Opening Report into the Document Management System.
	
	After phase 1


7.3.1.1.5. e-Qualification Back Office
The use case list might be further refined in future updated versions of the Feasibility Study.

	
	Use Case
	Description – This use case/function allows …
	Supported Features
	Phase

	
	Receive Qualification
	The system processes qualification messages from its incoming queue.
	FF-0010

FF-0025

FF-0040
	After phase 1

	
	Manage Company Master Data
	The user can view qualification information of Economic Operators, can link it with legal entity information and request for additional company data.
	
	After phase 1

	
	Manage Shortlist
	The user applies exclusion and selection criteria on Economic Operators who applied for the Call for Tender.
	FF-0342
	After phase 1


7.3.1.1.6. e-Evaluation Back Office
The use case list might be further refined in future updated versions of the Feasibility Study.

	
	Use Case
	Description – This use case/function allows …
	Supported Features
	Phase

	
	Evaluate financial offer
	The user to evaluate the financial offer on basis of quantitative and qualitative criteria
	
	After phase 1

	
	Evaluate technical offer
	The user to evaluate the technical offer on basis of quantitative and qualitative criteria.
	
	After phase 1

	
	Evaluate Catalogue
	The system to evaluate the catalogue on basis of quantitative and qualitative criteria and the user to view the results provided by the system.
	
	After phase 1

	
	Define Tender ranking 
	The user to define the Tender ranking on basis of the evaluation activity.
	
	After phase 1


7.3.1.1.7. e-Awarding Back Office
The use case list might be further refined in future updated versions of the Feasibility Study.

	
	Use Case
	Description – This use case/function allows …
	Supported Features
	Phase

	
	Manage Contract 
	The user to draft and validate the contract through the Contracting Authority workflow
	
	After phase 1

	
	Send Contract Award Notice
	The user to send the Contract Award notice to the selected Tenderer and the reason for rejection to all not selected Tenderers.
	
	After phase 1

	
	Send Contract
	The user to exchange the contract with the selected Tenderer.
	FF-0010
	After phase 1

	
	Receive Supplier Signature
	Receive the supplier Signature of the contract
	FF-0010

FF-0040
	After phase 1

	
	Sign Contract
	Send the Contracting Authority Signature.
	
	After phase 1


7.3.1.1.8. Exclusion Back Office
The use case list might be further refined in future updated versions of the Feasibility Study.

	
	Use Case
	Description – This use case/function allows …
	Supported Features
	Phase

	
	Maintain exclusion list
	The user to add a legal entity into the exclusion list or remove a legal entity from the exclusion list.
	
	After phase 1


7.3.1.2. Economic Operator System: Pre-Award Front Office System

7.3.1.2.1. Identity and Access Management System (IAM) Front-Office

The use case list might be further refined in future updated versions of the Feasibility Study.

	
	Use Case
	Description – This use case/function allows …
	Supported Features
	Phase

	
	Request Authorization
	An Economic Operator to request authorization to some company data that belong to (another) Economic Operator.
	FF-0150

FF-0475

FF-0477
	After phase 1

	
	Grant/Revoke Authorization
	The Economic Operator to grant/revoke authorization to some company data that belongs to him, based on an Authorization Request or without having received any Authorization Request. He can decide whether the Economic Operator receives CRUDS or RS authorization (Create, Read, Update, Delete, Send).
	FF-0150

FF-0475

FF-0477
	After phase 1

	
	Manage user profile
	The Economic Operator to manage his user profile (language, etc).
	FF-0120
	After phase 1


7.3.1.2.2. e-Access Front-Office

The use case list might be further refined in future updated versions of the Feasibility Study.

	
	Use Case
	Description – This use case/function allows …
	Supported Features
	Phase

	
	Search for Call for Tender
	An Economic Operator to search through procedures available for reply (with a Tender Bundle), the ones he wants to participate to, by means of criteria like CPV for instance.
	
	After phase 1

	
	View Call for Tender List
	The Economic Operator to view the list of available Call for Tender.
	
	After phase 1

	
	View Call for Tender
	The Economic Operator to view the details of a Call for Tender and to process the data contained in this document.
	
	After phase 1

	
	Reply to Call for Tender
	The Candidate to choose to reply to a Call for Tender. The System will then use the Prepare Tender interface of e-Submission Front-Office, which opens the e-Submission Front Office with the relevant data to answer.
	
	After phase 1


7.3.1.2.3. e-Qualification Front-Office

The use case list might be further refined in future updated versions of the Feasibility Study.

	
	Use Case
	Description – This use case/function allows …
	Supported Features
	Phase

	
	Manage Company Data


	The Tenderer to create, read, update, delete the data of his/her company. The Tenderer can manage several companies. He/she can also upload (and delete) attachments to support his company data (such as attestations). 

He/She can retrieve the data from e-Attestation
	FF-0125

FF-0147
	After phase 1

	
	Submit Qualification
	The Tenderer to send Qualification Documents that can be managed through the Manage Company Data module, in order to avoid the Tenderer to upload several times the same documents. If a document has already been sent to the Contracting Authority, the Tenderer can send a letter informing the Contracting Authority that he has already sent part of the Qualification.

In the case of open procedure, the submission of the qualification is done together with the submission of the Tender Bundle.
	FF-0155
	After phase 1

	
	Enter Qualification Form data
	The Tenderer to enter the qualification information into the template that he uploaded in the application beforehand. He is also able to validate the XML.
	
	After phase 1

	
	View list of submitted Qualification
	The Front Office can show to the Economic Operators the list of the submitted Qualification Documents once they have taken in charge by the e-PRIOR sub system (which routes the Tender Bundles to the Back Office sub system of the appropriate Contracting Authority). 

	
	After phase 1


7.3.1.2.4. e-Awarding Front-Office

The use case list might be further refined in future updated versions of the Feasibility Study.

	
	Use Case
	Description – This use case/function allows …
	Supported Features
	Phase

	
	Receive Draft Contract 
	The user to access the inbox and view the Draft Contract sent by the Contracting Authority.
	
	After phase 1

	
	Receive Contract Award Notice / rejection report
	The user to access the inbox and view the Contract Award Notice / Rejection Report sent by the Contracting Authority.
	
	After phase 1

	
	Sign Draft Contract
	The user to sign the Contract received by the Contracting Authority.
	
	After phase 1

	
	Receive Contracting Authority Signature
	The user to access the inbox and view the Contracting Authority Signature.
	
	After phase 1


7.4. Tentative System Interfaces for Later Phases
This tentative list of interfaces for later phases is subject to change in future updated versions of this feasibility study.
The column for indicating if the interface is invoked by the Publications Office is not made available at this stage, since further analysis after phase 1 is required with the Publications Office.

7.4.1.1. Contracting Authority System (Pre-Award Back Office)

7.4.1.1.1. Identity and Access Management System (IAM)

	
	Interface / Operation 
	Description – This interface allows …
	Supported Features
	Phase

	INT02
	User Authorization Service / Set User Role
	The System to set the Opening Committee and Evaluation Committee access rights per Call for Tender and optionally per document type and subtype.
	
	2


7.4.1.1.2. Logging

	
	Interface / Operation 
	Description – This interface allows …
	Supported Features
	Phase

	INT03
	Logging Service / Retrieve List of Actions
	A System to retrieve all actions performed on a document by a user at any moment.
	FF-0570

FF-0580
	After phase 1


7.4.1.1.3. e-Access Back Office
	
	Interface / Operation
	Description – This interface allows …
	Supported Features
	Phase

	INT04
	Call Access / Configure Call for Tender
	A System to set the Call for Tender master data in e-Access.
	
	2

	INT04
	Call Access / Get Call for Tender Access Status
	A System to retrieve the Access status of the Call for Tender
	
	After phase 1


7.4.1.1.4. e-Submission Back Office
	
	Interface / Operation
	Description – This interface allows …
	Supported Features
	Phase

	INT06
	Tender Master Data / Get Tender Master Data
	A System to get the Tender master data and references to Tender documents 
	
	After phase 1


7.4.1.1.5. e-Qualification Back Office
	
	Interface / Operation
	Description – This interface allows …
	Supported Features
	Phase

	INT07
	Company Master data/ Get Company Master Data
	A System to get the latest qualification information of a given company.
	
	After phase 1

	INT08
	Shortlist / Get Shortlist
	A System to get the ranked list of Candidates that passed the exclusion and selection criteria for a given Call for Tender or expression of interest.
	
	After phase 1


7.4.1.1.6. e-Evaluation Back Office
	
	Interface / Operation
	Description – This interface allows …
	Supported Features
	Phase

	INT09
	Selected Tender Data / Get Selected Tender Data
	A System to get the data of the selected Tenders for a Call for Tender.
	
	After phase 1


7.4.1.1.7. e-Awarding Back Office
No interface identified in this iteration. 

7.4.1.1.8. Exclusion Back Office
	
	Interface / Operation
	Description – This interface allows …
	Supported Features
	Phase

	INT10
	View exclusion status
	A System to get the exclusion status of a given legal entity.
	
	After phase 1


7.4.1.1.9. Document Management System0
	
	Interface / Operation
	Description – This interface allows …
	Supported Features
	Phase

	INT11
	Document Service / Register document
	A System to store and provide metadata of a document.
	FF-0010

FF-0025


	After phase 1

	INT11
	Document Service / File document
	Register a stored document in the filing system
	
	After phase 1

	INT11
	Document Service / Archive document
	A System to archive documents.
	
	After phase 1


7.4.1.1.10. Common Referential System

	
	Interface / Operation
	Description – This interface allows …
	Supported Features
	Phase

	INT13
	View Reference
	A System to retrieve lists of reference data
	
	After phase 1


7.4.1.2. Middleware System Interfaces: e-PRIOR

	
	Interface / Operation
	Description – This interface allows …
	Supported Features
	Phase

	INT19
	Submit Qualification
	The Economic Operator System to submit a Qualification and/or Attestation via electronic means to the Contracting Authority System.
	FF-0338

FF-0050
	2

	INT20
	Submit Call for Tender
	The Contracting Authority System to submit a Call for Tender via electronic means to the Economic Operator System.
	FF-0338

FF-0050
	3

	INT21
	Submit Catalogue
	The Economic Operator System to submit a Catalogue via electronic means to the Contracting Authority System.
	FF-0338

FF-0050
	3


7.4.1.3. Economic Operator System (Pre-Award Front-Office)

7.4.1.3.1. e-Catalogue Front-Office

	
	Interface / Operation
	Description – This interface allows …
	Supported Features
	Phase

	INT23
	Catalogue
	Gathering the Tender financial offer in the form of a catalogue
	
	After phase 1


7.4.1.3.2. e-Qualification Front-Office

	
	Interface / Operation
	Description – This interface allows …
	Supported Features
	Phase

	INT25
	Prepare Qualification
	A System to open the e-Qualification Front Office with some parameters (login templates, encryption keys, etc.)
	
	After phase 1

	INT26
	Get Company Data
	A System to retrieve the data of a specific company
	FF-0125
	After phase 1


7.4.1.3.3. EO Authentication System (no use of external ECAS)
	
	Interface / Operation
	Description – This interface allows …
	Supported Features
	Phase

	INT27a
	Authenticate
	Similar interface as the Back Office Authentication System
After phase 1 the system should be make available to Member State’s administrations.
	FF-0100
NFF-0075
	After phase 1


7.4.1.3.4. EO Identity and Access Management System (IAM) System

	
	Interface / Operation
	Description – This interface allows …
	Supported Features
	Phase 

	INT28
	Authorize
	Same type of interface as the Back Office Authorization System (INT02)
	INT02 + 

FF-0142

FF-0145
	After phase 1


7.4.1.3.5. VCD System

	
	Interface / Operation
	Description 
	Supported Features
	Phase

	INT29
	e-Attestation Service / Get Attestation
	A System to retrieve some attestations of a specific company
	
	After phase 1

	INT29
	e-Attestation Service / Set Attestation
	A System to store a new attestation of a specific company
	
	After phase 1


� Due to the collaboration with the Publications Office, during the elaboration of phase 1, a more detailed description (Excel sheet) of the interfaces and of the exchanged data will be provided to the Publications Office.


� When an interface has no more than one operation identified, the table only shows the interface name.


� Supported features have been mapped for interfaces to be implemented in Phase 1. Features for Interfaces to be implemented later will be mapped later.


� At the time of writing this feasibility study, an Architecture Vision was being finalised for the e-TrustEx platform, on which e-PRIOR is based.


� At the time of writing this feasibility study, an Architecture Vision was being finalised for the e-TrustEx platform, on which e-PRIOR is based.
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